Hacrpoiika cepBuca B3aumogeicreus ¢ ®CC

1. HACTPOMKA CEPBUCA B3AUMOJIEHCTBHUS C ®CC
Ha kommeroTepe, Ha KOTOPOM IIAHUPYETCsl YCTaHOBUTH cepBUC B3auMozelicteus ¢ PCC,
nomkeH ObITh yectaHoBiieH .NET Framework 4.5.2 unu Beite (Bepcust 4.5.2 He paboTaeT Ha Bcex
Bepcusix OC, B 3TOM cilydae ClIeIyeT YCTAaHOBUTH IMOCIEIHIOI0 BEPCHIO), & TaK)KE KOMITOHEHT
ASP.NET (nanpumep, He nonoiaér onepannonnas cuctema Windows 7 Home Basic, Windows
RT).

1.1. Hacrpoiika cepsepa IIS

Hanee cnenyer yctanoButb cepep IIS. Jlns storo Heobxomumo 3aiitm B «Ilanens
ynpasieHus» > «lIporpamMmmel»y = «BkiroueHue MM OTKIIOYEHHE KOMIOHEHTOB Windowsy
(Pucynoxk 1).

IU'|EL W MMawvens ynpaenedua » Bce3nemeHTEl NaHENW yNpaenedua b [porpaMmel M KOMNOHEHTE!

MaHens ynpasneHua -

AOMALLIHAR CTPaHNLA YaaneHwe nav M3MeHeHwe nporpaMmel

[na yaaneHna nporpammel BeibepuTe ee B cnncke n wienkHute "Yaanue", "Mamenuts” nan "Boccrancents”
MpocMoTp yCTaHeEAEHHBLX

0BHOBNEHNIA

[H) [Brntoqenmne unn oTkAOHEHNE

eer R e \ ¥nopagounte ¥ Yaanute/smennTs

-

¥cTaHoBKa HoBoW nporpaMmMel | Mma Wzgarens ¥craHoene.. Pasme
13 ceTh ) DAEMON Tools Lite Disc Soft Ltd 03.05.2017
4%/ FastStone Capture 8.4 FastStone Soft 23.01.2018

Git version 2.16.1 The Git Development Communi.,  26.01.2018 2

-~ . -~ o ~mma mnas

Pucynok 1. Okno «IIporpammsl 1 KOMITOHEHTBI»

Hanee cnenyer ycranoButh ¢unaxkku: NET Framework 4 umu Beimie 1 ASP.NET 4 umu
Boimie (PucyHok 2).
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Jlanee B 9TOM K€ OKHE CJEAyeT YCTaHOBHUTH CIyxObl IS, kak mokasano Ha PucyHok 3
(Cayx6s1 IIS =>Cunyx0b1 unTepHera = KommoneHnTtsl paspaborku npunokennin 2> ASP.NET 4
WJT BBIIIIE).
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Pucynoxk 3. Oxuo «Kommnonentst Windowsy. Ciiyx06sr 11S

3arem ycranoBuTh (Gaaxok CnyxObl IIS = CpenctBa ynpabienus BeO-caiiTom —>
Koncous yrpasieHus BeO-caiiToM (B cliydae eClid aBTOMAaTHYECKH He BhIOpasoch) (PucyHok 4).
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1.2.  ¥Ycranoska Kpunrollpo CSP
Ha Beigenennom cepsepe JIITY nox ynpasnennem OC Windows ycranosuts Kpunrollpo
CSP Bepcun 3.6 u Boimie unn VipNet CSP Bepcun 4.2 u Boiie, B 3aBucuMoctu oT Tumna DT,
HCIIOJIB3YEMOU B MEIUIIMHCKOM OpraHU3aluu.
Hanee HeoOxoaumo yctaHoBUTh ceprudukat JIIIY B manky «JIuuHOE», CKONUPOBATH
KOHTeWHep 3aKkphIToro kimoua B peectp (15t Kpunrollpo), Ha nokanbHbIi auck (11 VipNet).

1.3. YcranoBka cepTHGUKAT Bpauya B XpaHWJIHIIE TeKYLIero noJib30BaTes
Ilepen ycraHoBKoOM cepTHdUKaTa ClIeAyeT BCTABUTh (DIICHIKY € KIIOUOM B KOMIBIOTEP.
ITocne ycranoBku Kpunrtollpo CSP cnenyer HaxkaTh J1€eBOM KHONKOM MBIIIM 110
ycraHoBieHHo# nporpamme Kpuntollpo CSP. ITporpamMmma Moxet pacnonaratecs B Ilycke, Ha
pabouem ctoJie (ecau ObUIa YCTAHOBJICHA MKOHKA), HJIH €€ MOXKHO HAHTH ITOUCKOM, HakaB Win+F.
B otkpriBiIemMcs okHe (PucyHoKk 5) cnenyer nepeiitu Ha Bkiaaky «CepBucy, 1ajee HaxaTb
KHONKY «CKOITMpPOBaTH»
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Pucynok 5. KonupoBaHnue KoHTeHHEPa B peeCTp Ha KOMITbIOTED

B pesynbrare otkpoercs okHo (PucyHok 6), B KOTOpOM HEOOXOAMMO yKa3aTh UM
KJIFOYEBOI'0 KOHTEIHEepa.



|| KonupoeaHwe koHTefiHepa 3aKPBITOrO KAKKHA E—

KoHTelHep 3aKpbiTOro Knkua
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PI/ICYHOK 6. OxHO BBOJa MMCHH KJIHOYCBOI'O KOHTeﬁHepa

J171s TOro 9T00BI BBECTH M KOHTEHHEpa CIeyeT HaxkaTh KHONIKY «O030p». B pesynbTare
OTKPOETCsl OKHO BbIOOpa KoHTelHepa (PucyHok 7).
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Pucynok 7. Beibop kiroueBoro KoHTeiiHepa

B nannoM okHe HEOOXOAMMO BBIOpaTh UMS peecTpa 1 HaxaTh KHONKy «OK». B pe3ynbrate
3anonHuTes nosie «MMs kiroueBoro kouTelinepay (Pucynok 8).



(I, (S & L P T ¥ ¥ T 1 L TR - B

—— =
|| Konuposanwe koHTEAHEpE 33KPLITOMO KAK4a ro—

KoHTeHHEep 3aKpLITOro KAKYa
BEEOMTE MMM YKEHMTE KOHTEMHED 3aKDBITOMD KNKDYa, KOTopeli Heofxoamumo @

CKONMPOEaTE

MMA KNoYeB0ro KOHTEMHEPS!

d243c373-1754-473c-32a 1-b4an9fab4b 5| [ Ofzop... ]
BEeaeHHOR MMA 3A0AET KNDHEE0A KOHTEAHED: [I‘Iu CEPTUDMKATY. .. ]
(@ Monb3oBaTens
(7 KoMnbroTepa

Boibepute CSP onA NoMOKE KNKOYEBEIX KOHTEMHEPOE:

Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider -

< Hasan lanee = ] [ OTMEHa ]

Pucynok 8. 3anonneno nomue «Mms Kit04eBOro KoHTeitHEpa»

[Tocne Toro xak uMs 3aJaHO CIIENyeT HaxkaTb KHOIKY «/lanee». B pesynpraTe orpoercs

KOHTEIHepa.
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Pucynok 9. 3anonHenue nons «BBeauTe UM U1 CO3AaBAEMOT0 KJIFOUEBOTO KOHTEHHEepa

okHO (Pucynok 9), B KOTOpOM HEOOXOOUMO YyKa3aTb HMs ISl CO3/1aBaéMOro KIIHOYEBOrO

B kadectBEe uMeHH Cco3a1aBacMoOro KjiIr4<cBoro KOHTeﬁHepa MOKHO YKa3aTb mo0oe umsi, B

TOM YHUCJIC U TO, KOTOPOC YKa3aHO I10 YMOJIYaHHUIO. Ilocne 3aaHus UMCHU CIICAYCT HaXKaTh KHOIIKY
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«["otoBo». B pesynbrate oTkpoercs okHo (Pucynok 10), B koTopoM HEOOXOAMMO BBHIOpATh
HOCHUTEJNb JIJISl XPAHCHUS KOHTEHHEpa 3aKPBITOr0 KIF0Ya.
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Pucynok 10. Beibop HOCHTENb U XpaHEHUsI KOHTEIHEepa

B nanHoMm okHe cienyeT BbIOpaTh yCTpoHCTBO. B naHHOM ciiydae, B KauecTBE yCTpOMCTBa
cinenyer BeiOpath «Peectp» u Haxath kHONKY «OK». TTocne yero orkpoercst okHo (Pucynok 11),
B KOTOPOM HE00XOIUMO 3aJ1aTh NapoJib AJIs CO34aBAEMOro KOHTEHHEpa.
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Pucynoxk 11. OxHo 3a1aHus napoJist JJsi KOHTelHepa

B none «HoBblil napons» ciieqyeT BBECTH IIApOJib HA CO3JaBaeMbIil KOHTEHHeEp. B moue
«IlogTBepkIeHUE» CIEAYyET NOBTOPHO BBECTU ITOT K€ NAPOJIb. 3aTEM HaKaTh KHONKY «OK».

Konreiinep co3nan, naniee cienyer yCTaHOBUTh CepTU(HUKAT U3 KOHTEHHEpa B peecTpe Ha
KOMIIBIOTEPE.

1.4, VYcraHoBka cepTu(puKaTa N3 KOHTEHEpPa B peecTpe HA KOMIIbIOTEpe
Jns ycraHoBku ceptudukara cieqyer Ha BKiIagke «CepBHC» HaXaTb KHOIKY
«IIpocmotpeth cepTudukatsl B KoHTeiHEpe» (Pucynok 12).
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Pucynok 12. Oxno «Kpunrollpo CSP», Bkiaaka «CepBucy

B pesymbrate oTkpoercs OkHO «CepTUHKATHI B KOHTEHHEpPE 3aKpPBITOTO KIFOUYa
(Pucynox 13).
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Pucynok 13. OxHo «CepTH()UKATHI 3aKPHITOTO KIIFOYa»



B nmaHHOM OKHE cieqyeT yCTaHOBHTh WMs KIIFOYEBOIO KOHTEHHEepa, Ha)KaB KHOIKY
«00630p». B pesynbraTe 0TKpOETCs OKHO BBIOOPA KJIF0UeBOro KoHTelHepa (Pucynok 14).
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Pucynox 14. OkHO BhIOOpA KIIFOUEBOI'O KOHTEHHEPa»

B oTkpEIBIIIEMCSI OKHE CJIEYET BRIOPATH MMsI KOHTEHHEP, KOTOPBIN OBLIT CO371aH, U HAXKATh
kuonky «OK». B pe3ysbrate nMs Kiro4eBoro KoureiiHepa 0yaet 3agano (Pucynok 15).
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Pucynok 15. YcraHOBICHO MM KIIFOUEBOT O KOHTEHHepa

JIi1s IpOIOIDKEHHMs ClIelyeT HaXkaTh KHOMKY «/Jlanee». B pe3yibraTte OTKpOeTCs: OKHO JUIst
npocMmortpa ceprudukara (Pucynok 16).
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Pucynox 16. Okno nmpocmortpa ceptudukarta

Jlnsg ycraHOBKM cepTUdHKaTa cleayeT HaXaTb KHONKY «YcraHoBuUTh». [locie dero
otkpoercs okHO (PucyHok 17) ¢ cooO1ieHuem, 4To B XpaHWIKILE YKE IPUCYTCTBYET CepTUHUKAT.
CrnenyeT 3aMeTUTh CYLECTBYIOIINNA cepTU(UKAT HOBBIM, HaXKaB KHOIKY «J{a».

i Kpunrollpo CSP - ———

' 1 3TOT CEPTUMKAT y3KE NPUCYTCTEYET B XPaHWAMLLE CEpTUgMKaTOB,

33MEHNTE CYLLECTEYHILLMA cepTUdMKAT HOBLIM, C NPOCTABENEHHONA
CCBINKCA Ha 2akpeITeld knod?
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Pucynox 17. JluanoroBoe OKHO O 3aME€HE CYIIECTBYIOIIETO cepTuPuKaTa

B pesynbraTe cepTU(HKAT yCTAHOBUTCS, MOSBUTCS HH(POPMAIIHOHHOE OKHO 00 yCIEIIH O
ycranoBke (Pucynok 18).

i Kpunrollpo CSP

. ==X

. 1 CepTudimkar Geln ycTaHoeneH B xpadunnie "Slugneie” Tekyllero
' none3oeaTens.

Pucynox 18. UndopmanmonHoe OkHO 00 yCHenTHOW yCTaHOBKE cepTudukaTa




Jlanee cnenyeT MpoOTeCTUPOBATh KOHTEHHEP.

1.5. TecrupoBanue KOHTeiiHepa U3 peecTpa AJIsl COXPAHEHUS] MAPOJIs

Jlnsg TecTupoBaHMsS KOHTeWHepa cienyer Ha Bkiagke «CepBUC» HaxaTb KHOIKY
«[IporectupoBatsy (Pucynok 19).
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B KOHTEHEPE 3aKPEITOMD KNKYE, M YCTAHOBWUTE MX B XPaHUIMLLE |
CEPTURMKETOE.

[ MpoCMOTPETE CEPTHMOMKATEI B KOHTERHEPE, .

MWHHBIA cepTHduKaT

ITOT MaCTep NOEONAST CBASETE CepTHMHMKAT 13 dalina o
N KOHTERHEDOM 38KPLITOMD KNKIYE, YCTEHOBME 3TOT CEPTHDMKAET B
HPEHUMMLLE,

[ YCTAHOBMTE NMMYHEI CEPTUHMKET. ..

Maponi 3aKpeITeIx KNoYei

3TH MACTEPS NOSEONAKT M3MEHUTE Napanu MTMH-KoAkI) 3aKpbITbIX
KNIOYER MMM YOAMMTE 3AN0MHEHHEIE DEHEE MNaPOA,

[ M3MEHWTL Naponk. .. ] [ ¥AANKTb 38N0OMHEHHBIE NEPOSM. ..

[ 0K H OTHEHE ] MPHMEHKTE

Pucynoxk 19. Oxno «Kpuntollpo CSP», Bkiaaka «CepBucy»

OtkpoeTtcst okHO «CepTuuKaThl B KOHTeHHepe 3aKpbIiToro kimoua» (Pucynok 20).
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{ |2 CepTudukatnl B KoHTERHEDE 3AKPLITOTD KAOHA — M

KoHTellHED 3aKPLITOMD KNowa

BESOMTE MMM YKEAKWTE KOHTEMHED 3EKPEITOrD
CEpPTHUHMKSTOE B 3TOM KOHTEAHEDE

Kne24a ana npocMoTpa rg

MIMA KKYEE0rD KOHTERHEDS!

BEeAEHHOE MMA 33036 T KNOHEB0H KOHTeiHep!
(@ MonbzoBaTens
(71 KomnetoTepa

BribepuTe CSP AnA NOMCKE KNHOYEBEIX KOHTEHHEDPOE:

Ohzop...

|

Mo CepTUOUKATY. .. ]

Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider v]

L =

Pucynoxk 20. Oxno «CepTuduKaTsl B KOHTEHHEPE 3aKPHITOr'0 KIIF0Ya)

B nmanHOM OkHe ciienyeT HakaTh KHONKY «O030p» M B OTKPBIBIIEMCSI OKHE CIIEIyeT

BbIOpaTh co3aHHbIN KoHTelHep (PucyHok 21).

@ Kpunmallpo CGP S ——

—

0:09:59
Brifop KNHYEBOrD KOHTEMAHEDS

B ke nokasbiBaTh:

@ [Ipy#ecTEEHHEIE MMEHS (71 YHMKENEHEIE MMEHE
| CrMook KNKYEBEIX KOHTEAHEPOE NONE30BaTENA:

o~

CunTeiBaTENE | MMA KOHTERHEPE
| Peectp Td243c373-1754-473c-32a 1-b4a62f8b4ab 5 |
| Peectp nny
|
1

[ Ok ] [ OTMeHa ]

Pucynok 21. Beibop

KOHTEIHepa

ITocne BeIOOpa KOHTeliHepa ciexyeT HaxkaTh KHONKY «OK». B pesynbrare mone «Mms

KJIFOUEBOr0 KOHTeHHepay» 3anonHutes (Pucynok 22).
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— —
|2 CepTudmkatel B KOHTEAHEPE 3AKPRITOMD KAHOHA p— Iﬁ

KoHTedHep 3aKpbiTOro KNkwa
BEEOMTE MM YKEKWTE KOHTEMHED 3AKDBITOMD KNKIYa ANA NpOCMOTPS g

CEPTMPMKETOE B 3TOM KOHTENRHEPE

Mma knroyesoro KDHTEEHEPE:

nny | [ Obsap... ]
[
BEEAEHHOE MMA 33AEET KMKIHEE0H KOHTEAHED: [I‘Iu CEPTHRMKETY. .. ]
(@ MonbzoeaTens
() KomneoTepa

BribepiTe C5P ANA NOWCKE KNKYEBRIX KOHTEAHEDOE:
Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider v]

azan [ Hanee = ] [ OTmeHa

Pucynok 22. Oxno «CepTuduKaThl B KOHTEHHEPE 3aKPHITOr0 KIIF0Ya)

3areM clienyeT HakaTh KHOMIKY «/lanee». B pe3ynbraTe OTKPOETCsI OKHO JJIsl BBOAA TAPOJIsI
it koHTeinepa (Pucynok 23).

E Kpunrollpo CSP ﬁ1

0:09:50
;lg EseguTe napone ANA KOHTEWHEPa NNy
e
RU

Maponk: [ TT1111T1]

H|
| 3anoMHUTE Napons o

&
ok e

- L — I

Pucynok 23. OxHoO BBOJa TapoJIst 715l KOHTEHHEepa

B nanHoM okHe B mosie «Ilaponby ciienyeT BBECTH Mapoiib Ha KOHTEHHEp, KOTOPbIA ObLI
YCTaHOBJICH TPH CO3/IaHUU KOHTelHepa. Jlanee ciaenyer yCTaHOBUTD (JIaXKOK B 1M0JIe «3alIOMHUTh
napoJiby u HaxkaTh KHONKY «OK». B pesynbrate nosButcs okHO «TecTupoBaHue KOHTEHEpa
3aKpbITOro Kirova» (Pucynok 24).
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. |

| TecTMpoBaHWE KOHTEAHEDE SAKPLITOrD KAHKME

PaboTa macTepa npoBepKn KOHTENHepA

IE 3aBeplieHa

MpoBEPKE 3EEEPLUEHE YCMELIHD ouwmbor He obHap =
KOHTEAHED 3EKPEITOMD KNOYa NoNbL30BaTENA
MMA nny E
YHUKANBHOE WMA REGISTRYY\nny
FQCN \\ \REGISTRY iy
MPOBEPKS LENOCTHOCTH KOHTEMHEDS  YOMELWHD
Kniod obmMeHa AOCTYMEH
ANWHE KIHoYa 512 GuT
3KCMOPT OTKPRITOrD KNOYa YOMELWHD
BEIYMCNEHIME OTKPEITOMD KNKDYE YCMELWHD
MMMOPT OTKPBITOND KAKIYE YCMEWHD
noanice YCMEWHD -
4 ITr ¥

| CKONWpoOBEaTE B bydep ofMeHa |

| < Hazan ” loToBO ] | OTMeHa |

Pucynok 24. «TectupoBaHue KOHTEWHEpa 3aKPHITOTO KITI0Ua»

B nanHoMm okHe copepxkutcsi umHbopManus O TECTUPOBAaHUM KOHTeWHepa. B cimydae
YCIIEIIHOT'0 TecTUpoBaHUs OyneT cooOuieHne «Omunbok He oOHapyxkeHo». [ 3aBeplueHus
TECTUPOBAHUS CIEIyeT HaAXKaTh KHONKY «I 0TOBOY.

[Tocne ycTaHOBKM BCEX CEPTH(HKATOB CIEAyeT yOCAMTHCS, YTO OHU YCTAHOBIJICHBI IS
TEKYIIEro MoJIb30BaTENs, a He JIJI JIOKAJIbHOTO KOMITBIOTEPA.

& CepTvdukaTh “ = B
EP aiin  fdeficteme Bug  Oxkno  Cnpaeka - &
e a5 4B XE =2 HE
| Kopene koHconm A || Komy BblgaH ‘ Kem BeigaH
4 B Ceprndurate - Tewywpii nonksosarens 7l CertCP CRYPTO-PRO Test Center 2
2] Softrust Administrator_5
- P?E;T:pm rev——. £ TestSignDoc CRYPTO-PRO Test Center 2
i N 5] TestSignLPU CRYPTO-PRO Test Center 2
| [loBEpEHHEIE KOPHEBLIE LIEHTPEI CEPTI -
3 losepuTentHbie OTHOLIEHMA & NpeAN| £l Tect epayv CPro CRYPTO-PRO Test Center 2
| MpomMeskyTouHBIE LEHTPEI CEPTUDNKE
| OBvext nonszosartens Active Director
| JoeeperHeie nagarenn
| CepTudmkatel, K KOTOPBIM HET 4OBERE
| CTOpoHHWE KOPHEBEIE LIEHTPEI CERTHE
| JoeepenHeie nnya
| MocTaewmen cepTdUKaToE NpoeEepK
| MSIEHistorylournal
| 3anpocel 3aRBok Ha cepTudurkaT
| [loBepeHHBIE KOpHEBLIE CEPTUdMKATE
. Bl Cenmuhurati (nAra nkaei canneaTanl
< > < >

Xpanunuie PeecTp cofepsunT 5 cepTudnKaToE.

Pucynok 25. CepTudukaThl yCTaHOBJIEHBI 711 TEKYIET0 MOJIb30BaTEIs
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1.6. YcranoBka Ceprudukara ynoanomodeHnoro juna ®CC
Ceptudukar  ymoaTHOMOYEHHOTO  JHIla  HeoOXoAuMO  cKayaTh € caira
http://cabinets.fss.ru/eln.html (Pucynok 26).

¢ » C 8 @ | cabinetsfssru/elnhtml o @

©OH[] COLMAMNEHOMO CTPAXOBAHUA
POCCUWCKOW ©ENEPALIMK

KabuHeter 3JTH YacTto sagaBaemble BONPOCHI

Ans MeauUMHCKOW opraHu3sauum OnsA cTpaxoBaTtens
-t, Crauate APM NMY 2_0_13 (gna paboTel ¢ cepeucom sepcuun 1.0) -tn Cravate APM MogroToeiy pacqetor anA ©CC (gna paboTel ¢ cepeucom
(32bit / 64bit) eepcin 1.1)
-+m Cravate APM NMY 2_0_15 (ana paboTel ¢ cepeucom Bepcii 1.1) -‘m Cravate CepTudmkat ynonsomoueHHore nuua 2017

(32bit / 64bit)

-+m Cravarte APM NMY 2_0_16 (ana paboTel ¢ cepeucom Bepcii 1.1)
(32bit / G4bit)

-‘m CrauaTte CepTudmkar YaocTorepawwero yeuTpa LA ©CC PO 2016

-‘n Cravate Ceprudmkar ynonHomoueHHoro nuua 2017

&
MHCTpyKUMA Nonb3aceatena

VIHCTpyKUMA agMUHNCTpaTopa

OnA murpaumsn gadex vz APM NTTY 1.xx sepewin 8 APM NMTY 2.3 eepcwil

:n CrauaTte YTURUTY MUrpaLmn fakHex ¢ npesiaywei eepenn APM MY

Y
WHCTPYKUNA MO MUMPALMK AaHHEIX

AnA QOPABOTKWU NPOMPAMMHOIO OEECNEYEHWA BEHAOPOB

CepBUCKI ANA Med. opraHu3aLum

WSLnCrypto

Cepsuc MO c nognucanmem u lwndposannemM AanHbx (Bepous 1.0)
Devicteyet o 01.04.2018

Pucynox 26. Caiit ®CC

Buumanue! [Ipu ckaunBannm ceptudrkaTa MOXKET BOSHUKHYTh CHTYaIlHs, Koraa oOpaysep
oToOpaxkaer 3amppoBanHblil TekcT (PucyHok 27).

—_—
&  hetps://cabinets f31./FSS PROD_CERT cer

~e-=<BEGIN CERTIFICATE---—-
MIITL2CCBSEgAWIBAGICAGHYCA2 P ARAAGFA+GAAS AT By YQhOMEAMg gH MV Ew
VRYTVOOIDE T0ntGACLVOUNCEOL TQa21 DOVHC 0 YDOTAGDILVave CELCDITCAgH Wy
LrOvEGAOLESINCOLCDOa Y 4§07 2 Qv GBOL 08 tOWLCAXNDE XM2 KX GDARBGUQRNK
AR INMTAYNZCzOTOMz 12N EaMEgGOCqF AWORANE BE undinc SNz YN T Y 2NDexCaAd
BONVEAYTAL VAN EWY DVOCEDAZONNC « 0 YEQU T Cy ) LAXGZAZ SR VEAGHE 10 3INCE
TC20L7RGECEILLODEMBIGCIQGS IbIDCETARY CaR Subyl 1 Y0Ee I0acalxb DB
BONVEASMY SOmOLXOrdGC O YD0aNC T 0Y2OvdGLAL kg LDOwEC/ OLIRGROWIY TgOKTD
VICIOLTCICDRPIC 0 YDOuNCWO LYRINCSOL 105 90+ INGEO TLRGNOWI X OweCyoLDd
waC40Y 8 gOKDOPDMME sGAL UECWREDIPQveCT L7 Qe tCI0L I0uSDI0SCOOLTRAGE
ILIGetC10YTRS 3600 Y nguiCS INGG LY GvaGCIYAG I KT QodCh INCg IHIXG2AZBgNY
BAME T CTORPARL DOpNCROKEGOKDOp DA WO XN I AINDewN 1 M INDEA PO XN ZAIHDew
K 4MINDBAMT 1By DEGMOVGAL UECW 1 0KB0AC S0 YLRGNOWI LRI NC 30 Y+ QuSDQeNC /

AT INaEAAT PO e PTUALAR C FITRMAMSTY Moo L TRV S WAL 4 ~ TUBNLPLYNOAAERL o A

Pucynok 27. 3amm¢poBaHHBIN TEKCT IPU CKAYMBAHUHU CEPTH(PHUKATA

HJ’I?I TOr'0 4TOOBI ATOTO I/I36C)I(3TL, HCO6XOI[I/IMO INCJIKHYTb HpaBOﬁ KHOMNKON MBIIIN Ha
CCBIJIKE IJIs1 CKa4YHMBaHUA CCpTI/Iq)I/IKaTa, U B OTKPBIBHICMCS KOHTCKCTHOM MCHIO BBI6paTI> IMYHKT
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http://cabinets.fss.ru/eln.html

«CoxpaHuTh 00beKT Kak...» (PucyHnok 28). 3aTem coxpaHuTh (aiijl B BEIOPAHHYIO TUPEKTOPHIO,

THUII COXpaHsAeMoro Qaiisia J0KEH ObITh € pacIMpPEHUEM .Cer.

Orxpoirs

Orxpeits & HOBOM OKXME

OrepuiTe & HOSOH BKNARXE

(OQNHOMOISHIOND 3?'4[ Coxparmre obvexr xax...

KIS YT Nevars obvexra

Pucynok 28. KoHTekCTHOE MEHIO MTpU CKaYMBaHUU CepTUHKaATa

ITocne ckaunBaHUS HEOOXOAWMO YCTAaHOBHTH CEPTHU(HUKAT, HAXaB JBOHHBIM IIEITIKOM

MBIILH 10 CKauaHHOMY (daiiiny. B pesynbrate oTkpoercs okHo «Ceprudukar (Pucynox 29).

[t

CepTudukar

Ofwwe | Coctae | NyTe cepridukaiym |

o E CeeexuA o cepTiuKaTe

HeaocTaTouHo HHOOPME LK [NA NPOBEPKH 3TOMD

[ Y¥CTAHOBMTE CEPTMQMKET. .. ]

CepTwhHKaTa.

KoMy BeIOQaH: MOHA COLMANEHOrD CTPAX0BaHWA Pocoiickoi
Penepalm

Kem Boigan: ¥l &CC Pd

Adencrenrenen ¢ 06, 06, 2017 mo 08, 05, 2013

3aABNEHWE NOCTABLWKWES

Pucynok 29. OkHo ycTaHOBKH cepTH(HUKaTa

B oxne «Ceptuduxat» creayer HaxaTb KHONKY «YCTaHOBUTH cepTudukar». B

pe3yJsbTare OTKpoercs OkHO «Mactep ummnopra ceprudukaroB» (Pucynok 30).
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£ Mactep umnopTta cepTMPUKaTOB

Mactep nmnopra ceptudnKaToe

3TOT MAcTEP NOMOr3ET KOMMPoOBaTh EEI:ITI-'1¢II-'1KETbI, CMWUCKKW A0BEPKMA W CNWCKK OT3bIBES
EEFITMEIZIMKETDB C NOKANBEHOrO AWCKE B XpaHUnULLeE EEFITMIZI:IMKETDB.

CepTUQMKET , BElGaHHEIM LEHTPOM CEPTMEMKALYN, ABNASTCA NOATESMHKAEHWEN BaLLERA
AMYHOCTH M COASMHMT MHDOPMALAKD, HeoBXOAMMYKD ANA SELWMTEI ASHHEIX MW
YCTEHOBMNEHWA 3ALWMILEHHEIXN CETEBLIX NOAKMDYEHNA. XPEHUMMILE CEpTURMKATOE —
3T0 0RNACTE CMCTEMEI, NPEOHAZHEYEHHEA 4NA XPAHEHMA CEpTUMKATOE,

Pacnono:eHWe XpaHuniwa

(®) Texylwmil nonssosaTens

() NokansHeIA KoMnsoTep

[nA NpoAoM*EHNA HEMMATE KHoNKY "danes”,

Hanee Otmena

Pucynox 30. Okao «Macrep uMmopra cepTHPHKATOBY

B naHHOM OKHE HEOOXOAMMO YCTaHOBHTh METKY «TeKyInuil Mmojapb30BaTeIb» M HAXKATh
KHOIIKY «/Jlanmee». B pesynbTaTe oTkpoercs okHO (PucyHok 31), B KoTopoM HE00X0AMMO BEIOpATh
XpaHWJIMIIE JIJIsl YyCTAHOBKHU cepTudukara

€ 4% MacTep umnopTa cepTuduKaTos

Xpanwnuue ceprudpukaTos

XpaHunuwa cepTUhMKaTOB - 3TO CUCTeMHbIe 0BnacTu, B KOTopbIX
XPaHATCA CepTUDUKAETLL.

Windows aBTOMaTH4ECKM BbIBEPET XPaHUAMILE, MM Bbl MOXETE YKa3aTb
DACNONOKEHNE CEPTUOMKATE BPYHHYIO.

(O AsTOMaTUHECKM BLIBPATH XPAHUNMLLE Ha OCHOBE TUNE CEPTUOUKATA

1 @ OMECTWTL BCE CEPTUDMKAETDI B CNEAYIOWEE XPaHUMILE

XpaHUnMwLe cepTUhMKaTOB: Q
l ‘ O630p...

BeiBop xpaHunuiua ceptudukara X

BoibepuTe XxpaHunmwe cepTdUKaTOB, KOTOPOE Bbl
XOTWUTE UCMONb30BaTh.

2

| [losepeHHble KopHesble LeHTpsl cepTid
| HosepuTensHble OTHOWEHMA B Npeanpy
| MpoMEXyTOoYHbIE LEHTPbI CEPTUDUKALY
| OBbexT nonbsosaTtens Active Directory

NARANAHHLIE 112N ATA N4

| e

[Jnokasate dusuueckue xpaHunmwa — -

o

Pucynok 31. Beibop XpaHuinIa Al yCTAaHOBKH cepTU(HUKATA
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B nanHOM OKHe cienyeT ycTaHOBUTh MeTKY «IloMecTuTh Bce cepTHU(UKATHI B CIeAyIolIee
XpaHWIMIIEe». 3aTeM HakaTb KHOMKY «O030p». B OTKpbIBIIEMCS OKHE CIEAyeT BHIOpATh MamKy
«/Imunoe» m Haxatrb kHONKy «OK». Ilocie uwero nHaxate kHOIKy «/lanee». B pesynbrare
OTKPOETCsl OKHO 3aBepiieHus ycranoBku (Pucynok 32).

3aBeplueHMe MacTepa MMNopTa cepTudMKaToB

CepTudikaT ByAeT MMNOPTHMPOBEH NOCNE HAMATHA KHoMKK “ToTosn ",

BEINM YKE38HE CNEQ YHILLME NapaMETPRI:

XpPEHUNMILE CEpTMdMKATOE, BIBpaHHOE Nonb3osaTeneM L LEELE
Coaepsumoe CepTudmkaT

| [oToBO || CTrmenHa

Pucynok 32. OxHO 3aBepIICHUs] yCTAHOBKU cepTH(Pprkara

Jlyis 3aBepIlIeHUs] YCTaHOBKU CIIeYyeT HaXkaTh KHONIKY «["oToBO». B pe3ynbTate oTKpoeTcs
UH(OPMALIMOHHOE OKHO C MOATBEPXKACHUEM YCIISITHOro umMropra ceprudukara (Pucynok 33).

o MMI‘IDPT YCMELUHO BbINOAHEH.

Pucynok 33. UadopmarmonHoe okHO «Mactep UMIopTa CepTHPUKATOB

Hanee cnenyer Haxath KHONKy «OK». B pesynprate craHeT IJOCTYHHO OKHO
«Ceptudukar» (Pucynok 29), B koropoM cienyer HaxaTb KHONKY «OK». OxHo «CepTrdukat
3aKpOETCs.

[Tocne ycraHOBKH cepTU(HKaTa MOXKHO MPOBEPUTH, 4T cepTudurkar ®CC ycTaHOBUIICS.
Jl51 5TOr0 HEe0OXOAUMO 3aiTH B yHpaBleHHE CepPTUPHUKATAMU, HATIPUMED, B CTPOKE BBHIMOTHUTD
BBecTH certmgr.msc. [lanee 3aiitu B nanky «Jlnunoe» (Pucynok 34).
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r Bl

EY Ceprudmxars =nn= g
EP Daiin  Jeiictene  Bug  Okne  Cnpaeka I;"i"ﬂ
s 1@ olc=HE

- KopeHe koHconn Kony eelgan | Kem eeigaH | Cpok gefictenn  Hasnauenun

4 G Ceprdpmears - vexyupnii n il Tecroswiii CRYPTO-PRO Test Center 2 11.07.2018 Mposepka no
a || NMuynoe

[ Ceptudmartel
1+ ] JoeepeHHble kopHeBsle
|| JloeepuTentHele oTHOLW
i+ ] MpomexyTouHsie LEeHTY
[ ] OFwekT nonszosatens £

[ Dona coumaneHero cTpaxoeatma Poceuiickoii Deaepaunm I ¥y oCC PR 06.06.2018 Mpoeepka no

i+ [2] NosepenHele nsgatenn
i+ [ Ceptndmkartsl, k koTept
[ [] CTOpOHHME KOpHEBBIE L
i+ [Z] NosepenHeie nuua
i+ [ Opyrve nonssosarenw
[+ [] 3anpocel 3aq80K Ha cep)
i [7] NoBeperHele kopHeBkIg
b ¥ CepTudmkate: (nokaneHeii

4 Tl F| e I 3

Kpannnuue fluuHoe cogepHnT 2 cepTudnKaTos.

e -]

Pucynok 34. Ynpasnenue cepTuduKaTamMu mojb3oBaTeneit

1.7. Pa3BopauuBanue ceppuca Bzanmoseiicreus ¢ ®CC B 11S

Ilepen pa3BopaurMBaHUEM CEpBHUCa CIEIyeT paclakoBaTh (ailibl cepBHCca W3 apXUBa
«CepBuc ®CC — [HOMEp BepCHH ].Zip».

Jlis pa3BopadMBaHMs CEpBHCAa B3aMMOJEUCTBUS CleAyeT 3aiitu B ciayxObl IIS, BriOpaB
[Tanens ynpasnenus — AqMuHuCTpupoBanue — Jucneruep cimyx0 ISS. B pesynbTare oTkpoercs
okHO «/lucnieruep ciyx06 11S» (Pucynok 35), B KoTopoM HEOOXOANMO IIETKHYTh MPaBOil KHOMKOM
MBIIIN IO «CAaWTBI» U B KOHTEKCTHOM MEHIO BbIOpaTh «J100aBUTH BEO-CaliT».

<> € » PONOMARCHUK »

Maiin  Pexum  Cnpaeka

NMogknouenna

q? HauanbHasa CTpaHWLa
kg

4 |95 PONOMARCHUK (ST\DPonoj
“ (2} Myl npraokerwil

DUnETpLE - W lep

!
2 OBHoewTe
AUMA
Q JoGasute FTP-caiiT... f
(& JAoBasnenme seb-caiita us ranepen
2 TepexniounTeca B pEsKUM NPOCMOTPE COAEPKUMOTD Ul

TEarCE

FTP
i = 3y

BeaeHune Waonauyma OBsop
s#ypHana FTP nonssosat.. FTP-katan.. |

Mopaepxka  Mpaswna Mpoeepxa
BpaHAMay... 2BTOPW3aLL., MOAIMHHO..

FTP

s

< » |E MpocmoTp BosMOKHOCTER |.-_\TE_ Mpocmor

loToBHOCTE

Pucynox 35. lucneruep cimyx6 1S

ITocie uero oTkpoeTcst OKHO JobaBieHus Beb-caiita (Pucynok 36).
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Wwn caiita: MMyn npunoxerni:
Fss | [Fss

Kataner cogepxumoro
Drsnyecknil myTe:
|C:\inetpub\wwwroot\FSS | El

MpoBepKa NOANMHHOCTA

| Mogkn. kak... | | TecT HacTpoeK...

Mpueaska

Tum: IP-aapec:

|http v| |Ece HEHA3HAYEHHEIE v| |SD

Wns yzna:

Mpumep: www.contoso.com wan marketing.contoso.com

3anycTuTe BeB-calT cefivac

Pucynok 36.0xH0 no6aBieHus BeO-caiita

B none «Mms caiita» ykasats FSS, B none «@u3nueckuil yTh» yKa3aThb Nanky, B KOTOPOH
pacrakoBaH CEpBUC B3aUMOJeicTBUA U3 apxuBa. Jlanee HaxaTh KHONKY «OK».

ITocne co3manust BeO-caiiTa HEOOXOAMMO YKaszaTh IOJB30BATENS, MOJ KOTOPHIM Oyaer
xpanutbesi ceptudurar JIIY. Idng storo cienyer 3aiitu B «llynsl mpuiaoKeHUi», B CIHCKe
BbleUTh caiT FSS wm  Haxare «JlomonHuTenbHBle mapaMmeTpb». OTKpPOeTcs OKHO
«Jononmaurensapie mapamerpe» (Pucynok 37), B kotopom B pasmene «Mopenb mpoliieccay
HEOOXOIMMO YCTaHOBUTH MapaMeTp «Y J0CTOBEPEHUE).
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ﬂ Mynbl NpUACKEHWi - )
&F AcBaeuTe nyn npuackeHnii...
; ; ; Onpeaenvms araverns no
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paBounM NEOLECCOM, COAEEXUT GAHO AN HECKO/IBKD NPUITHKERNH 1 0BECNEYMBAET MSONALI NPHUOXKERNI ADYT OT 4pyra. pUAGKEHI..
Onnstper + % Depeimn - (G Nokasams gee | Crpynninposare et Bes rpynnuposanua - 3anam nyaa npunocerwis
» @ PeidSendce Vs B Cocron... Bepcwscp.. Peumynpas.. Yaocrosepesme Mpunooxenua D s
= B} ) B Ocranosums
(3 NET 20 Pabor.. w20 Berp Applic ity 0 b
4 ; 2 MNepesanyer..
L2 .NET v2.0 Classic Pabor.. w20 Knaccuseckwii  ApplicationPoolldentity 0 Ao L
[ NET a5 Pabor.. D Berpoenwsii  ApplicationPoolldentity 0 MamennTi nyn npunoxcenii
) NET v4.5 Classic Pasor.. w40 Knaccueckni  ApplicationPoolldentity 0 OcHoarieie HacTROTkNL...
2 Classic .NET AppPool Pabor.. 20 Knaccusecknit  ApplicationPoolldentity 0 Mepesanycke.
Lhrss Pador.. w0 Borpoenssii AppTooll 1 HononkuTensHsie
S B napameTpe..
22 Paidservice Pa6or.. besynpas.. Berpoewssii  ApplicationPoolldentity 1
. Tepemmenorars
?
HD"DJIHMTEJ“:HIJIE napameTpbi x YaanuTe
~ Mpocmotper: Mo
Brcrrouen True @ crpacka
Vikrepsan cooes (s mumyTad) 5
Vicnonnaemeif ain npu sasepLermi pabors:
Makcnmyn cboes 5
Mapamerps! ne o aiina npw 3acep pabore:
Tun oTsets "Cryox6a HegocTynHa” HitpLevel
[leficTane nph oKkoHuaNNY speme npocros Terminate
3arpyauTe npogAL nonb3oEsTENR True
MaxcamansHas saaepxia oTicwmKa npi nposepxe coram (s cexyraad |90
MakcamansHoe uucno paBoun npoueccos: 1
Mepuoa spemenn mesay conan (e cenynasd) 0
MpedensHoe Bpens 3asepLeHms paGoTel (s cexyaar] 0
MpeaensHoe Bpems 3anycka (B cekyHaax) 90
Mposepca caasn skatonena True
COpMIUpOEaTE 33MMCs SypHana COBBITWI MOAENU poUecca
Taiiti-ayT npocTon (s mHyTax) 20
Vaocrosepenne ‘AppTooll
Brntouer False
- ‘ v
[
[name] VIt nyia phoeHiii AEARETCA Er0 yHIKABHBIM HASHTHHKETOPOM.
] ,

Pucynoxk 37. [Tynbl nprioxeHuid

B kauecTBe 3HadeHMA nmapamMeTpa <<VI[OCTOBepeHI/I$I» BBICTYIIACT I10JIB30BATC/Ib, I10J

KoTopbIM ycTaHoBieHbl OLIII. YToObl 3amOJHUTH JaHHBIA HmapaMerp HEOOXOAMMO HaXKaTh ]

crpaBa OT noJisi. B pe3ynbpTare oTkpoercs OKHO «YJOCTOBEpEeHUE IyJia MpuioxeHui» (Pucynox
38).

D BCI'FIOEHHEH YYETHEA 3aNUCh:

ApplicationPoolldentity

(® OcoBan YHETHAA 3aMNHCE:

YeTaHoBMTE.. k.

Pucynok 38. OxHo «YmocToBepeHue mysa NpUI0KESHUI»

B otkpsiBIIEMCS OKHE clleyeT MOCTaBUTh METKY «Ocobasi yueTHas 3alMchb» U HaKaTh
KHONKY «YCTaHOBUTHY». B pe3ynbTare OTKpoeTcsi OKHO «3aJaHue YUYEeTHbIX JaHHBIX» (PucyHox

39).
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ma nonescearens:

Mapone:

MegTeepanTe naponk:

Pucynok 39. OxHo «3asanue yuyeTHbIX JaHHBIX

B none «Vmsi mosp30BaTens He0OX0IUMO BBECTH JIOTHH, TI0]] KOTOPBIM OCYIIECTBIISETCS
Bxoa B cuctemy Windows. Eciu orun mons3oBatens npu Bxozae B Windows ocyriectsisiercst B
BH/JIE «JIOMEH\JIOrUHY, TO B 1oJie «IMs 110JIb30BaTeNs» YKA3hIBACTCS JOMECHHOE UMSI.

B none «ITaposb» He0OX0AMMO BBECTH MTapOoJIb MOJIH30BATENS, KOTOPBIA YKa3bIBACTCS MPU
Bxoje B cucremy Windows. B none «IloaTBepauTte maposby HEOOXOIUMO MOBTOPUTH MAPOJb,
BBeJICHHBIN B noe «llaposby.

[Tocne 3anmonHeHus Bcex mojier cienyer Haxath KHONKY «OK». Eciin umst monb3oBaresns
BBE/ICHO HEKOPPEKTHO, TO IMOSBUTCS COOOIIEHHE 00 OIMMOOYHOM IMaposie WU O TOM, YTO MM
nojp3oBarets He cymectByeT (Pucynok 40)

¥KazaHHOE WMA NONBI0EATENA HE CYLLECTEYET.

ii Ykazan HegonycTUmMell napone. Beegute HoBRIR Napone.

Pucynoxk 40. MadopmanmnonHbie COOOIICHUSI O HEBEPHO BBEACHHOM I10JIb30BaTENC

[Tonk3oBatens Oynet 3amgan B mone «Ocobas yderHas 3anuchk» (Pucynok 38). Crnenyer
HaxaTh KHONKY «OK». ITapamerp «YmocToBepeHue» OyAeT 3al0IHEHO.

ITpoBepuTh paboTOCITOCOOHOCTE CepBHCca MOKHO 10 aapecy http://localhost/api/notwork/.
Ecnu Ha cepBepe oToOpaxkaercst coobienne, n3obpaxennoe Ha (Pucynok 41), To BCé HACTpOEHO
BEPHO.
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http://localhost/api/notwork/

This XML file does not appear to have any style information associated with it. The document tree 1s shown below.

v <OperationResultOfstring xmlns:i="http://wew.w3.crg/2801/XMLSchema-instance” xmlns="http://schemas.datacontract.org/2004/87/30fTrust.Fss.Dto.BaseResult™>

<Errors i:nil="true"/>

<Result»success</Resulty

<requestId/>

<Data>TecToemil meTon Work</Data>
</OperationResultOfstring>

Pucynoxk 41. ITpoBepka paboTocrocoOHOCTh cepBuca

ITpoBepuTh HacCTpOWKH cepBHca MoxHO 1o azapecy http://localhost/api/sysinfo. B

pe3ysbTaTe JOoJKHA 0TOOPa3UThCs CTpaHuIla, n300paxeHHas Ha PucyHok 42.

F &

Softrust FSS Service

(@ localhost:81/ap /SysInfo

Ilons3o0EaTens cepeHca: ezherebtsov
Cepraduxar JIIV: Hafines & xpasrmame noaezoearens [12 00 27 96 af 2c 30 39 4e eb 03 99 §6 00 00 00 27 96 af]
Cepruduxar Yonoanomodennoro mana: Hafines e xpasmmume noxszoearend [01 d2 de 96 47 30 d9 10 00 00 01 £4 03 &8 00 02]
Ceperc @CC ¢ murdporarnes: toctynesH [https://docs. fss.ru//WSLnCryptoV11/FileOperationsLnPort]

Pucynox 42. [IpoBepka HaCTpOHKH CepBHUCa

[IpoBepuTh HaCTPOWKHM MOXHO MHBIM criocoOoM. s atoro Boiaenuts B IIS caiit fss u

Haxkats «O630p» (Pucynok 43).

WY fucneruep cayx6 IS

= | B ||

@ GJ [@ » EZVEREBTSOV » caitrwr b fas »

@afin  Pexwn  Crpaska

|

BICE

Moaxatouennn

4 95 EZHEREBTSOV (ST\EZherebts

2 @ iy Ounetper:

@ HauanbHas cTpaHuua fss

~ ({0 Mepeiita - 5 Mokasats sce | Crpynnnpoeats no: OBnacts - E-

L

Aeiicrenn

Mposoamk

PeaaKTipOBaTS paspeLLEHHS..

a-[@] caiitel

=

o=

DunsTpauma
sanpocos

Vnpaenenne

B

Peaxtop
ORGP

s
- &8 Default Web Site E L
d .2
Beagrne  JokymeHTno 3aronosku  KsLumpoea..

KYPHANa  yMONMGHAYO  OTBETOE .. BBIEOAMMB.. ssL

2y Ry s | = 3 i
€ # M4 &§ & B 94 &
Mogynn  Mapamerps Mposeprka  Mpocwotp  Cokamwe  Conocrae..

NOATMAHO...  KaTanora obpabor..

Ba
CrpaHnuel
owmbok

*

Tune MIME

»

y

] i v

lotosHocTs

[ Mpocmorp sosmosrocteit |2 Mpocuotp cogepsimoro

Mpuessin...

[E Ocrosnsie nacrpasinu...

Mpocuorpers npunoKe:mn
TpoCMOTpeTs BMpTYanbHbIE

KaTanoru

Ynpasnenue seb-caiirom

2 Nepesanycrvms

OcTatiosuTs
0630p Beb-caiita
0630p “8L (http)
Honennutensheie
NapaMeTps...
Hacrpows
Orparusichms...
Cnpesre

Cnpaska & MnTeprere

seb-caitta

-~

%

Pucynox 43. lucneruep ciyxo6 |1S.

B pesynbTarte 3arpysutcs cTpanula Buia, n3o0paxxeHHoro Ha Pucynok 44. Jlanee cienyer
HaxaTb ccbUIKy «IIpoBeputh HacTpoiiku». Pe3ynpTaTe 3arpy3uTcs crpaHuiia, 1300pakeHHas Ha

Pucynoxk 42.
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http://localhost/api/sysinfo

C | @ localhost:81

Softrust FSS Service
Upoeeputs HacTpoiixy

N

Pucynox 44. Ctpanuiia mpoBepKH HACTPOEK

Eciu Bozuukaer omrbka B pabore ASP win oH He oToOpaxaercs B ciivcke (Pucynox 45),
HY>KHO BBIIIOJIHUTH OIHO U3 1€ CTBHII:

1) Vcranosuth 0OHOBIEHHS Windows.

2) Ilepesarpysuts I1K mocie cBexeil yCTaHOBKH.

3) B otaenpHBIX ciydasx MoMoraet aBTOHOMHBIN TakeT nocienHeit Bepcun ASP.Net.

Ownbka cepeepa B NpuaoM»eHuu "FS5"

Intermet Information Servi

Onucanme ownbum:

Owwnbka HTTP 404.0 - Not Found

Pa3biCKMBAEMbIA BaMK PECYPC Bbil yRANEH, GbIN0 HIMEHEH €0 MMA MW OH BPEMEHHD HEADCTYTIEH.

MoppoGuue coepenwn o oume

HMomyne T1S Web Core Sanpauwssensi URL-aspec  hittp:/ /localhost:81/api/notwork
Vassoungnre MapRequestandler Dusnsscrmi = ss\api\notwark
Ofpsorius StaticFile [

Kon owwben  OxBUOTOO02 Nanesosarens, s

s Awonumnan

i Anomamnan

Cenanum n
[ 372 owmbia o3auser, ure Aaswsil AR UMM KETANGF HE EYLLECTEYET H STaN cepaepe. CasnaiTe Hymsuii GAin WAK XATANGF 1 BHOSS HANpABKTE Sanpec.
DOneANNIENRHE CEEAEHNA,L

Pucynox 45. Ommbxka B pabore caiita

4) 3amyck KOMaH[ B KOHCOJIM OT HMEHH aMUHHCTPATOPA.
JI1s1 OTKpBITHS KOHCOJIM CJEAYET BbI3BaTh KOMAHJHYIO CTPOKY IO aJIMHUHHUCTPATOPOM,
HaIpuMep, MIEIKHYB MPpaBoi KHOMKOM MblH 1o [1ycky (PucyHnok 46).
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Mporpammel 1 KOMOOHEHTSI
¥npasneHne 3NeKTPONUTAHMEM
MpocmoTp coBbITi

Cucrema

Jucneryep ycTpoicTe
Ceresble NoAKNHYEHNA
¥npaeneHne guckamm
¥npasneHne KoMNBHOTEROM
KDMEH,\'J'HEH CTpOKE

KomangHan cTpoka (agMmuHncTpatop) h
Jucnetuep sagau

MaHene ynpaeneHna
MposogHmk

Haiiti

Beinonnute

3EEEFILLIEHI.'1E pEEDTbI WNKW BbIXOA W3 CHCTEMBI K

PaBouwii cton

Pucynok 46. Konrekcraoe mento Ilycka

B xoHconu BBectn komanay (Pucynok 47):
st 64-pa3psaIHBIX CHCTEM:

%windir%\Microsoft. NET\Framework64\v4.0.30319\aspnet_regiis.exe -iru
st 32-pa3psiHbIX CUCTEM:

%windir%\Microsoft. NET\Framework\v4.0.30319\aspnet_regiis.exe -iru

Bl AgmuHuctparop: ChWindows\system32icmd . exe |5E|ihl

G:\Useys\EZherehtsuu>zuindirz\ﬂicrusuft.NET\Framewurk64\u4.m.3m319\aspnet_regiis
.EXE —iru

Microsoft (R> ASPF.MET ReglIS sepcuw 4.0.30317.0@

AQMUHUCTPATHMEHAA MpOrpaMMa AOAA YcTAHOBKM M ypaaeHua ASP_.NET Ha AoKaAbBHOM KOMObMOT
epe .

C(C» Hopnopauwa MaWkpocoot (Microsoft Corporation?. Bce npasa 3auMUEHH.

Hauata yctaHoeka ASP.HET <4.0.3031%.0>.

JagepueHa ycrtaHoexka ASP_NET (4.0.30319._0>.

C:~Users~EZherebtsov>_

Pucynok 47. Komanna peructpaunu ASP.NET B koHCOIM

Jlanee cieayeT HaCTPOUTh MPABHIIBHO KOH(MUTYPAIMOHHBIN (aiil pa3BepHYTOro cepBuca

B3aumogercteusi ¢ ®CC. Jlns aToro cieayer B mamke, KOTopas yKa3aHa IpHU HaCTpPOMKe cailTa

(cm. Pucynoxk 36) naiitu daiin Web.config (PucyHok 48) u OTKpBITH €ro Ha peaKTHPOBAHHUE.
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- L]
PR
L ‘ . » cepsucc e b Fss b - “‘7| | Mouck: Fss o
YnopagounTe ¥ floBasuTs & GubnuoTery = OBuwwit gocryn « Hogan nanka =~ [ @
r Vabparioe Winas Jlata uzmerenna Tun Pazmep
e
& 3arpyskn aspnet_client 03.04.2018 12:29 MNanka c daiinanm
5] Heaaenue mecta . bin 30.03.2018 13:25 Manka c daiinamn
Bl PaBouwii cron . Service References 30.03.2018 13:25 Manka c gaiinamu
2 Applicationlnsights.config 30.03.2018 13:22 XML Configuratio.. 7KB
- BuBnnoteru & Global.asax 30.03.2018 13:22 ASP.NET Server A... 1KE
E Buaeo € index.html 30.03.2018 13:22 Chrome HTML Dao... 1Kb
3 dokymenTsl % packages.config 30.03.2018 13:22 XML Configuratio... 2KB

=] Wsobpaxerna
JT Myzeika

1M Komnetotep

Qﬁ Cete

2neMeHTOB: 8

% Web.config 03.04.2018 12:29 XML Configuratio... 4 KB

Pucynoxk 48. Ilanka ¢ cepBucom B3aumozeiicteusi ¢ @CC

B ¢aiine Web.config naiitu mapamerp «numCertLPU» — cepulinblii HOMep cepTHdHUKaTa

nonnucu JIITY. B kadecTBe 3HaueHuss HEOOXOOUMO YKa3aTh CEpUHHBIA HOMep cepTudukarta,
nanpumep, <add key="numCertLPU" value="12 00 20 a4 17 85 2e ac 06 ea 91 a6 5a 17" />
(Pucynox 49).

Elnew 123 = Web confi

gml

<?xml ver
Bl<r--

For mor

http://ago

=2ion="1.0" encoding="utf-8"?2>

e information on how to configur RSP.HNET application, please wvisit

-microsoft.com/fwlink/?L

Lo

<configur
= <appSet

I T R S P Y

ation>
tings

|<add

key="numCertLFU" -, 96 af 2c 30 39 4e eb 03 99 86 00 00 00 27 96 af" /> h—..

<add
10 <add
11 <add

<add

<add
- </appSe
H <system
< Comp
1 <http

o

1 motn s L R

;
1,

key="passCertLPO"
kev="numCertUL"
key="nseEncrypt"
key="8impleFSsSUrl"
key="EncryptFSS0rl"
ttingss>

.webﬂ

ilation targetFramework="4.5.2" />

01 d2 de 96 47 30 49 10 00 00 01 £4 03 8 DO 02" />

nqn Jf)_

e="https://docs.fss.rn/FSSWSLn/FileOperationsinPort" />
ue="https://docs.fs=s. o/ /WSLnC toVil/FileOperationsinPort" />

Runtime targetFramework="4.5.2" />

[PLNPIFINR Y ST B Qg

Pucynoxk 49. ITapametp «numCertLPUy, npumep

Hanee B daitne Web.config cienyer naiitu napamerp «numCertUL» — cepuitnblii Homep

ceprudpukara Ynomaomouernnoro mmna ®@CC, ycranosienHoro B 1. 1.6. B kauecTBe 3HaUeHUS

HEO0XOIMMO

yKa3aTh CepuiiHbIi HOMep ceptudukarta, Hanpumep, <add key="numCertUL"

value="01 d2 de 96 47 30 d9 10 00 00 01 f4 03 e8 00 02" /> (Pucynoxk 50).
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Elnew 1 E3 [= Web config 3

1 <?xml wversion="1.0" encoding="ntf-8"7?7>
2 H<i--
£ For more information on how to configu ALSP.NET application, please wvisit
4 http://go.microsoft.com/fwlink/?LinkId:
£ R
& E(configaration}
7 = <appSettings>
8 <add key="numCertLPU" value="12 00 27 96 af 2c 30 39 4e eb 03 99 86 D0 00 DO 27 96 af" />
g <add key="passCertLPU" wvalus="" />
10 <add key="numCertUL" = "Dl d2 de 96 47 30 49 10 00 00 D01 £4 03 <8 00 02" /> Ih—
11 <add Key-OseBncrypt! =n1m />
12 <add key="SimpleFSSUrl" ="https://docs.fss.ru/FSSWSLn/FileOperationslnPort" />
13 <add keyv="EncryptFS5U0rl" wvalue="https://docs.fs=s.ro//WSLnC toV1l/FileOperationsLnPort" />
14 - </appSettings>
15 [ <system.web>
16 <compilation targetFramework="4.5.2" />
17 <httpRuntime targetFramework="4.5.2" />
() P TR S B s

Pucynoxk 50. ITapametp «numCertUL», mpumep

Hanee B ¢aiine Web.config cnenyer naiitu napamerp «EncryptFSSUrl» — anpec cepsuca
OCC c¢ ummdpoBanueM (BO3MOXKEH TECTOBBIM M MPOAYKTUBHBIN). B KkauecTBe 3HAUYEHHS
HEOOXOIMUMO yKa3aTh TECTOBBIN anpec cepBuca (Pucynok 51):
<add key="EncryptFSSUrl" value="https://docs-test.fss.ru/WSLnCrypto/FileOperationsLnPort™ />
WM TpOAyKTUBHBIN (PucyHok 52):
<add key="EncryptFSSUrl" value="https://docs.fss.ru//WSLnCryptoV11/FileOperationsLnPort" />.

Ernew 1 £3 [E Web config E3 |

<?xml version="1.0" encoding="nutf-8"?>

2 [t

3 For more information on how to configu .NET application, please wvisit

i http://go.microsoft.com/fwlink/?LinkId:

5 . ——>

3 E(configuration}

7 —| <appSettings>

8 <add key="numCertLPU" value="12 00 27 96 af 2c 30 39 4e eb 03 99 86 00 00 0D 27 96 af" />
g <add key="passCertLPU" e="n /x

10 <add keyv="numCertUL" d2 de 96 47 30 d9 10 00 00 01 £4 03 =8 00 02" />

11 <add key="unseEncrypt" "in />

|<add key="S5impleFSSUrl" ie="https: f/doos-test.fs=s.rm/FESWSLn/FileOperationslnPort"” ,"'>| h—.—_
<add key="EncryptF55Url" wvalue="https://docs.fs=.ro//WSInCryptoVll /FileOperationslnPort" />
- </appSettings>

Fl ravarem wakhs

Pucynok 51. ITapamerp «EncryptFSSUTrl». TectoBslit anpec cepBuca

"
N L R

Erew 1 3 [ Web corfig E3 ]

1 «2xml version="1.0" encoding="utf-8"2>

2 [H<r--

3 For more information on 1 ASP.NET application, please visit
% http://go.microsofc.com/fwlink/?Li

5 - -

E(cnnfiguratinn)
T | <appSettings>
8 <add key="numCertLPU" wval
a <add

="12 00 27 96 af 2c 30 39 4e eb 03 39 86 00 00 DO 27 96 af" />

" />
10 <add 1 d2 de 96 47 30 d9 10 00 00 01 f4 03 eB 00 02" />
11 <add —nin gy
1z <add inpleFSSUTL" v ="https: docs.fss.ru/FSSWSLn/FileOperationslnPort" />
13 |(add key="EncryptFS8Url" value="https://docs.fss.ru//WSLnCryptoVil/FileOperationslnPort" /> | .

14 4 EppoecCTings,

15 [ <system.web>
le <compilation targetFramework="4.5.2" />
<httpRuntime targetFramework="4.5.2" />

Pucynok 52. ITapamerp «EncryptFSSUTrl». ITpoaykTHBHBIN agpec cepBrca

2. HACTPOHKA PABOYEI'O MECTA BPAYA

Jna nognucu DJIH u3 Opaysepa Ha paboueM MecTte Bpaua TpeOyercss yCTaHOBUTH
Kpunrollpo CSP Bepcuu Boie 3.6 unu VipNet CSP Bepcun 4.2 wiu BhlIIIe.

Hanee cienyer ycTaHOBUTh cepTH(HMKAT Bpadya B XpaHWiIMIe nonb3oBatens. Ilepen
YCTaHOBKOI cepTr(HUKaTa caeyeT BCTABUTh (MICHIKY C KITIOUOM B KOMITBIOTED.
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YcranoBka ceme]mKaT Bpa4ia B XpaHUWINIIE TEKYLIEro moJjab30oBare/ist

ANTOpHTMEI | Be30NacHOCTh I Winlogon I HacTpolit TLS

Obwwme I ObopyaosaHue | Cepeuc | AononHUTensHD

KOHTEAHED 3EKPEITOMD KNDYE

3TW MACTEPa No3BONAKDT NPOTECTMPOBATD, CKOMMPOBETL MK
¥YoanuTe KIIIHTEI:1HE|:I 3 ensa.

[npﬂTECI'HpOEIaTI:-... ] [ CKoONWpoBaTb... ] [ Y¥AaanuTb...

CepTHRMKaTE! B KOHTEAHEDIFSaKDEITOrD KNKDYE

3TOT MACTED NOZEONAET NPCMOTPETE CEQTHRMKETEI, HEXOA ALMECA
B KOHTEAHEDE 3aKPEITOrakKIYE, U YCTAHOBUTE WX B XPEHWMMLLE
CEPTUDMKETOR,

[ MpocMOTPETE CEPTMRMKETEI B KOHTEMHEDE. ..

MWYHEIA cepTdMKaT

3TOT MECTED NOE0NAET CEASETE CEPTHMHOMKAT 13 thaina c
KOHTEHHEPOM 38KPLITOMD KNKOYa, YCTEHOBME 3TOT CEpTHUDMKAET B
MPEHWUMMLLE,

| [ ¥CTEHOBMTE NAYHEIN CEPTHMEMKET. ..

Mapony FaKpeITelX KIkoqei

3TH MACTEPE NOSE0NAKT MEMEHWMTE NaponM (MMH-Koak) ZaKpeTEIX
KNKOYER 1AW YASMKMTE 33NoMHEHHEIE DaHEE MaPanA,

M3MEHWMTE Napons. .. ] [ Y¥AANUTE 33NOMHEHHEIE NAPOAM. ..

[ OK H QTMEHE ] MpyMerI

=]

Pucynok 53. KonnpoBaHue KOHTeiHEpa B peecTp Ha KOMITBIOTEP

[Tocne ycranoBku Kpunrollpo CSP cnenyer HaxaTh J€BOM KHONKOM MBIIIM IO
ycranoByieHHOW niporpamme Kpunrtollpo CSP. IIporpamma moxer pacnonaratees B [lycke, Ha
pabouem ctoJie (ecau ObUIa YCTAHOBJICHA MKOHKA), HJIH €€ MOXKHO HAHTH ITOMCKOM, HaxkaB Win+F.

B otkpeiBiiemcs okHe (Pucynok 53) cimeayer mepeiitu Ha Bkiaaky «CepBHC», naliee
HaxaTb KHONKY «CKONMUPOBaTH»

2 Kpuntollpo CSP Iﬁ

B pesynbrate orkpoercs okHO (PucyHok 54), B KOTOpOM HEOOXOJUMO yKazaTb UMs
KJIFOYEBOI'0 KOHTEHHEpA.
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|| KonupoeaHwe koHTefiHepa 3aKPBEITOrO KAKKHA E—

)

KoHTelHep 3aKpbiTOro Knkua

BESAMTE UMK YKEHWUTE KOHTEMHED SEKDEITOMD KNKOYE, KOTOPRIM HeoOxoaMMD ﬁg

CEOMNHUPOBESTE

MMA KNoYeBoro KoOHTERHEPS!

BEEAEHHOE WMA 33AEET KNKIHEB0N KOHTERHED:
@ MonbzoEaTens
| KomMnetoTepa

BribepuTe CSP 4nA NOMCKE KNKOYEBEIX KOHTEMHEPOE:

Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider v]

[ Ofzop... ]

[ Mo CEpTHUOMKATY. .. ]

< Hazan Lanee

= OTMeHa

Pucynok 54. OxHO BBOJIa IMEHH KJIFOUE€BOTI'0 KOHTEHHEpa

J1y1s TOro 9T00BI BBECTH MM KOHTEHHEpA CIeyeT HakaTh KHONIKY «O030p». B pesynbTare
OTKPOETCs OKHO BbIOOpa KoHTelHepa (Pucynok 55).

@ Kpuntollpe CSP

-

Bribop KNOYEBOrD KOHTERHEDS
B CrMCKe NOKEsEIBaTh:

@ [py#ecTEEHHBIE MMEHS

() YHUKaENEHEIE MMEHE

CRWCoK KNHYEBbIX KDHTEEHEI:K)EE NoNb30BETENA:

0:09:58

=
CYMTEIBETENE  VIMA KOHTEAHEPS

7d243c373-1754-473c-32a 1-b4asafababs

[ O J [ OTMeHa ]

Pucynok 55. BeiOop kitoueBoro KoHTelHepa

B nannom okHe HEOOXOAMMO BEIOpaTh UMS peecTpa 1 HaxaTh KHONKY «OK». B pe3ynbrate
3anonHuTes nosie «MMs kiroueBoro kouTelinepay (Pucynok 56).
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|| Konuposanwe koHTEAHEpE 33KPLITOMO KAK4a ro—

KoHTeHHEep 3aKpLITOro KAKYa
BEEOMTE MMM YKEHMTE KOHTEMHED 3aKDBITOMD KNKDYa, KOTopeli Heofxoamumo @

CKONMPOEaTE

MMA KNoYeB0ro KOHTEMHEPS!

d243c373-1754-473c-32a 1-b4an9fab4b 5| [ Ofzop... ]
BEeaeHHOR MMA 3A0AET KNDHEE0A KOHTEAHED: [I‘Iu CEPTUDMKATY. .. ]
(@ Monb3oBaTens
(7 KoMnbroTepa

Boibepute CSP onA NoMOKE KNKOYEBEIX KOHTEMHEPOE:

Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider -

< Hasan lanee = ] [ OTMEHa ]

Pucynok 56. 3anonneno nosue «Mms kiaroueBoro KoHTeiiHepa»

[Tocne Toro xak uMs 3aJaHO CIIENyeT HaxKaTb KHOIKY «Jlanee». B pesynpraTe orpoercs

KOHTEIHepa.

— —
|| Konuposanwe koHTERHEpE 33KPLITOMO KAKHE pro— &J
KonTednep 3aKpeIiTOro Knoya
BEeauTe MMA KOHTEAHEDE 3aKPBITOMD KNKKYE, Ha KoTopeli Heobxoawmo g
CKOMWPOBETE

BEeauTe MMA ANA CO3ZA3BISMOr0 KNKDYEEora I{DHTEEHEEE:

nny

BEeqeHHOE MMA 3A0AET KNKYEEOH KOHTEMRHED!
@ MonbsoBaTens
) KomnetoTepa

BribepuTe C5P ANA NoWcKa KNHOYEBkR!X KOHTEMHEDOE:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider v]

[ < Hazan ][ loToBo ] [ OTMeHa ]

Pucynok 57. 3anonHenue noiust « BBenure ums 171 c03/1aBaEMOro KIH04E€BOro KOHTEHepa

okHO (Pucynok 57), B koTOpoM HEOOXOAMMO YyKa3aTb MM JUISI CO37aBa€MOro KJHOYEBOI'O

B kadecTtBe UMeHH Cco3a1aBacMoOro KjiIr4<cBoro KOHTeﬁHepa MOKHO YKa3aTb mo0oe umsi, B

TOM YHCJIC U TO, KOTOPOC YKa3aHO I10 YMOJIYaHHUIO. Ilocne 3alaHUs UMCHHU CIICAYCT HAXKAaTh KHOIIKY
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«["'otoBo». B pesynbrate oTkpoercs okHO (PucyHok 58), B koropoM HeoOXoauMo BBIOpPAaTh
HOCHUTEJNb JIJISl XPAHCHUS KOHTEHHEpa 3aKPBITOr0 KIF0Ya.

g Kpuntellpoe CSP ﬁ

0:09:57 |§
(2)=n BcTaseTe M BbiDEpUTE HOOWTENE ANA XPaHEHWA KOHTERHEPS
== sakpemoro knoua nny
SE=g sakp y

CeeneHuWA
YCTpolcTEa: CTABENEHHEIA HOCUTENR:
CocToaHKre:
.
Muarw M =
1
[ QK ][ OTMeHa ] [ CEEQSHHA << ]

Pucynok 58. BeiOop HOCHTENb U XpaHEHUsI KOHTEIHepa

B nanHoMm okHe cienyeT BbIOpaTh yCTpOHCTBO. B naHHOM ciiydae, B KauecTBE yCTpOMCTBa
caenyer BoiOpath «Peectp» u HaxkaTh kKHOIKY «OK». ITocie dero orkpoercst okHo (Pucynok 59),
B KOTOPOM HE00XOAMUMO 3a/1aTh AapOJIb JJI CO3JaBa€MOro KOHTEiHepa.

E Kpuntollpo CSP ﬁ

0:09:41
(£)=—m 3anaiiTe Napons ANA CO3AEEAEMOr0 KOHTERHEDa “nny ©,

| ==

K==

(@ YCTaHOBMTh HOBLIA Naponk RU
HoBbli napont: I

MoOTEEpHAEHHE: @ SEsSssES

Pucynok 59. OkHo 3a1anus napoJist 11l KOHTelHepa

B none «HoBblil napons» ciieqyeT BBECTH IIApOJib HA CO3JaBaeMbIil KOHTEHHeEp. B moue
«IloaTBepkIeHHE CIeayeT HOBTOPHO BBECTH TOT K€ MapoJib. 3aTeM HaxaTb KHONKY «OK».

Konreiinep co3nan, nanee cienyer yCTAHOBUTh CEpTU(PUKAT U3 KOHTEHHEpa B peecTpe Ha
KOMIIBIOTEPE.

2.2. YcraHoBKa cepTU()HKATA U3 KOHTeiiHepa B peecTpe HA KOMIIbIOTEpe
Jns ycraHoBku ceptudukara cieqyer Ha BKiIagke «CepBHC» HaXaTb KHOIKY
«IIpocmotpeth cepTudukatel B KoHTeitHEpe» (Pucynok 60).
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|2 Kpunrolpo CSP ' - ﬁ

ANrOpUTMEI I Be30NacHOCTE | Winlogon I HacTpolitkn TLS
Obwme I ObopyaosaHue | Cepeuc | AononHuTensHD

KOHTEAHED 38KPEITOMD KNHDYE

3TH MACTEPa NOSBONADT NPOTECTMPOBATL, CKOMMPOBETL MK
¥YaanuTe KDHTELT1HE|:I 33KPBITOrD KNk4a C HoOCKMTEenA.

[I'IpoTeceroBaTb... ] [ CKONWMPOBATL... ] [ YAanMTb. .. ]

CepTUDMKATEI B KOHTERHEDE 3EKPEITOMD KNKYE

ITOT MACTEP NOZBONAET MNPOCMOTPETE CEPTMRMKATEI, HEXOLAMECA
B KOHTERHEPE 3EKPEITOMD KNKOYE, M YCTAHOBMTE MX B XPSHHAMLLE
cepTudmraTo

[ MpoCMOTPETE CEPTMOMKATEI B KOHTEAHEPE. .. ]

NUYHBIA cepTHRRRET

[ 3ITOT MACTER nn3snnn&ﬁaﬂ: cepTHHWKAET M3 dalina ©
KOHTERHEDOM SAKPLITOMD KNKOYE, YCTEHOBME 3TOT CEPTHMDMKET B
KPEHWMMLLE,

L [ YCTAHOBMTE MMYHEIA CEPTUHMKET. ..

Mapony 3aKpeITEIX KNoqei

3TH MECTEPE NOSE0NAKDT MZMEHUTE NaponM (MMH-kKoas!) 3aKkpeTex
KIHOUER MK YOSMWTE 3AMNOMHEHHEIE DHES NaPOM,

WZMeHUTE Nnaponk. .. ] [ ¥AANUTh 3aNoMHEHHEIE N3POH. ..

[ QK H OTMeHa ] MpHMEHMTE

Pucynok 60. Oxno «Kpuntollpo CSP», Bkiaaka «CepBucy

B pesymbrate oTkpoercs okHO «CepTudHKaThl B KOHTEHHEpPE 3aKpPHITOTO KIFOUa»
(Pucynox 61).

—— S -
[f* CepTudmxaThl 5 KOHTEHHEPE 33KPLITOrD KAMOUA pr— ﬁ
KonTeifiHep 3aKkpbiToro Knto4a
BESAMTE MNK YKEKWTE KOHTEAHED 38KPRITOMD KNKYa ANA NPOCMOTRE g
CEPTUWKETOE B STOM KOHTERHEPE

MMA KNHYEB0rD KOHTEMAHEDE:

Ohzop... ]
BEEOEHHOE MMA 3303ET KNOHEB0I KOHTERHED: [I‘In CEPTHRMKETY. .. ]
(@ MonbsoBaTens
() KoMnskoTepa

BribepiTe CSP ANA NOWCKE KNYEBLIX KOHTEAHEDOE:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider - ]

< Hazan lNanee = CTMeHa

Pucynok 61. OxHo «CepTH(UKATHI 3aKPHITOTO KIIFOYa)»
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B nmaHHOM OKHE cieqyeT yCTaHOBHTh WMs KIIFOYEBOIO KOHTEHHEepa, Ha)KaB KHOIKY
«00630p». B pesynbraTe 0TKpOETCs OKHO BBIOOPA KIIFOUEBOro KoHTelHepa (PucyHnok 62).

FEE Kpunrellpe CSP 0 — %

0:09:59
Brifop KNHYEBOrD KOHTEMAHEDS

B ke nokasbiBaTh:

@ [Ipy#ecTEEHHEIE MMEHS (71 YHMKENEHEIE MMEHE
| CrMcoK KNKoYeBsIx KOHTEMRHEPOE NONEZ0BaTENA:

o~

CunTeiBaTENE | MMA KOHTERHEPE
|| | Peectp Td243c373-1754-473c-32a 1-b4a62f8b4ab 5 i
| Peectp nny
| |
|

[ Ok ] [ OTMeHa ]

Pucynoxk 62. OkHO BhIOOpa KIIFOUEBOI'O KOHTEHHEPa»

B oTkpbIBIIEMCS OKHE ClIEAYET BBIOPATh UMl KOHTEHHEP, KOTOPBINA OBLI CO3/1aH, U HAaXXaTb
kuonky «OK». B pe3ysbrate MMs KIr04eBOro KoHTeiHepa 0yer 3aaano (Pucynok 63).

- - =
[ CepTudmkaThl & KOHTERHEPE 3KPLITOMD KAKYA E—
KonTeiinep 3akpoiToro kKnro4a
BB2AMTE MNK YKEHWMTE KOHTEAHED 3aKPLITOrD KNKDYa ANA NPOCMOTPE g
CEPTHMHMKETOR B 3TOM KOHTEAHEDS

MA KNHYeB0ro KoHTEMHEPE!

[ Qbzop... ]
|
BEeaeHHOE MMA 330EET KNOHEE0H KoHTEIHED: [I'Io CEPTUBMKETY. .. ]
(@ MonbsoBaTens
) KomneroTepa

BribepiTe C5P ANA NOWCKE KNHYEBkRIX KOHTEAHEDOE:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider v]

< Hasan [ fanee = J [ OTMeHa

Pucynok 63. YcTaHOBICHO MM KIIFOUEBOT O KOHTEHHepa

JUi1st IpOOIDKEHNMs CIeyeT HaxaTh KHOIKY «/lanee». B pesynbraTe 0OTKpOETCS OKHO IS
npocMmortpa ceptudukara (Pucynok 64).
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—— ]
|2 CepTudmkathl B KOHTEAHEPE 3AKPRITOND KAHDHA pr—

CeprwmKaT OnA NpocMoTpa

MpoCMOTPMTE 1 BLIDEPMTE CENTUAMKET F;g

CepTudmKaT: TecToBbIA
CyObexT: CM=TecToBbli
| MocTaBWMK: E=support@cryptopro.ru, C=RU, L=Moscow, O=CRYPTO-PRO LLC, CN=!
JefcTeMTeNEH C: 11 anpena 2018 r. 11:46:41
AelcTEMTaNeH No: 11uona 2018 r, 11:56:41
CepUiHLIA HOMED! 1200 2796 AF2C 3039 4EEE 0399 3600 0000 2796 AF

/ [ ¥CTaHOBMTE ] [ CBOMCTES. ..

CIE=mr

Lbzop...

[ < Haszaa ][ loToB0 ] [ OTHMeHA

Pucynox 64. Okno nmpocmorpa ceptudukarta

Jnst ycraHoBKM cepruduKara CleayeT HakaTb KHOMKY «YCTaHOBUTHY». [locie dero
oTkpoercs okHO (PucyHok 65) ¢ cooO1ieHneM, 4TO B XpaHWIUILE YK€ IPUCYTCTBYET cepTU(UKaT.
Crnenyet 3aMeTUTh CYIIECTBYIOIINNA CepTH(UKAT HOBBIM, HAaXKaB KHOMIKY «J[a».

i Kpunrollpo CSP - ———

' 1 3TOT CEPTUMKAT y3KE NPUCYTCTEYET B XPaHWAMLLE CEpTUgMKaTOB,

33MEHNTE CYLLECTEYHILLMA cepTUdMKAT HOBLIM, C NPOCTABENEHHONA
CCBINKCA Ha 2akpeITeld knod?

——b> s || e ]

Pucynoxk 65. J/[nanoroBoe okHO 0 3aMeHE CYIIECTBYIOIIETO CepTH(HKaTa

B pesynbraTe cepTU(HKAT yCTAHOBUTCS, MOSBUTCS HH(POPMAIIHOHHOE OKHO 00 yCIEIIH O
ycranoBke (PucyHok 66).

i Kpunrollpo CSP

. ==X

. 1 CepTudimkar Geln ycTaHoeneH B xpadunnie "Slugneie” Tekyllero
' none3oeaTens.

Pucynok 66. adopmanimonHoe 0OKHO 00 yCIENIHOH ycTaHOBKE cepTudukara
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Jlanee cnenyeT MpoOTeCTUPOBATh KOHTEHHEP.

2.3. TecTupoBaHue KOHTeiiHepa U3 peecTpa sl COXpaHEeHUs NMAPOJIsi

Jlnsg  TecTupoBaHMsS KOHTeWHepa cienyer Ha Bkiagke «CepBUC» HaxaTb KHOIKY
«[IporectupoBatsy (PucyHnok 67).

li2 Kpuntolpo CSP ﬁ

AnropuTHel | BesonacHoCTE I Winlogon I HacTpoitka TLS
Obume | CRopyaoBEaHueE | Cepeuc | AononHUTensHD

KoHTEHED 3aKPRITOrD KNKYa

3TH MACTEpa No3BONAKDT NPOTECTMPOBATE, CKOMMPOBEaTE MK
¥O0anuTb KDHTEI:1HE|:I 3@KpbITOrg Knk4a C HoOCKMTERNA,

[HDOTECI'HDOEEETI:... ] [ CKONWPOBaTL... ] [ ¥OaniTb...

CepTHhuKaTo MgEoHTEAHEDE 3aKPEITOMD KNKYa

ITOT MACTEP NOZEWJAST MPOCMOTPETE CEPTMRMKATEI, HaXOLALMECA
B KOHTEHEPE 3aKPEITOMD KNKYE, M YCTAHOBWUTE MX B XPaHUIMLLE |
CEPTURMKETOE.

[ MpoCMOTPETE CEPTHMOMKATEI B KOHTERHEPE, .

MWHHBIA cepTHduKaT

ITOT MaCTep NOEONAST CBASETE CepTHMHMKAT 13 dalina o
N KOHTERHEDOM 38KPLITOMD KNKIYE, YCTEHOBME 3TOT CEPTHDMKAET B
HPEHUMMLLE,

[ YCTAHOBMTE NMMYHEI CEPTUHMKET. ..

Maponi 3aKpeITeIx KNoYei

3TH MACTEPS NOSEONAKT M3MEHUTE Napanu MTMH-KoAkI) 3aKpbITbIX
KNIOYER MMM YOAMMTE 3AN0MHEHHEIE DEHEE MNaPOA,

[ M3MEHWTL Naponk. .. ] [ ¥AANKTb 38N0OMHEHHBIE NEPOSM. ..

[ 0K H OTHEHE ] MPHMEHKTE

Pucynok 67. Oxno «Kpuntollpo CSP», Bkiagka «CepBucy»

OtkpoeTtcs okHO «CepTu(uKaThl B KOHTEHHEpe 3aKphIToro Kioua» (Pucynok 68).
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{ |2 CepTudukatnl B KoHTERHEDE 3AKPLITOTD KAOHA — M

KoHTellHED 3aKPLITOMD KNowa

BESOMTE MMM YKEAKWTE KOHTEMHED 3EKPEITOrD
CEpPTHUHMKSTOE B 3TOM KOHTEAHEDE

Kne24a ana npocMoTpa rg

MIMA KKYEE0rD KOHTERHEDS!

BEeAEHHOE MMA 33036 T KNOHEB0H KOHTeiHep!
(@ MonbzoBaTens
(71 KomnetoTepa

BribepuTe CSP AnA NOMCKE KNHOYEBEIX KOHTEHHEDPOE:

Ohzop...

|

Mo CepTUOUKATY. .. ]

Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider v]

L =

Pucynok 68. Oxno «CepTudukaTsl B KOHTEHHEPE 3aKPHITOr'0 KIIF0Ya

B nmanHOM OkHe ciienyeT HakaTh KHONKY «O030p» M B OTKPBIBIIEMCSI OKHE CIIEIyeT

BbIOpaTh co37aHHbIN KoHTelHep (PucyHok 69).

@ Kpunmallpo CGP S ——

—

0:09:59
Brifop KNHYEBOrD KOHTEMAHEDS

B ke nokasbiBaTh:

@ [Ipy#ecTEEHHEIE MMEHS (71 YHMKENEHEIE MMEHE
| CrMook KNKYEBEIX KOHTEAHEPOE NONE30BaTENA:

o~

CunTeiBaTENE | MMA KOHTERHEPE
| Peectp Td243c373-1754-473c-32a 1-b4a62f8b4ab 5 |
| Peectp nny
|
1

[ Ok ] [ OTMeHa ]

Pucynok 69. Beioop

KOHTEIHepa

ITocne BeIOOpa KOHTeliHepa ciexyeT HaxkaTh KHONKY «OK». B pesynbrare mone «Mms

KJIFOUEBOro KOHTelHepay» 3anonHutes (Pucynok 70).

35



— —
|2 CepTudmkatel B KOHTEAHEPE 3AKPRITOMD KAHOHA p— Iﬁ

KoHTedHep 3aKpbiTOro KNkwa
BEEOMTE MM YKEKWTE KOHTEMHED 3AKDBITOMD KNKIYa ANA NpOCMOTPS g

CEPTMPMKETOE B 3TOM KOHTENRHEPE

Mma knroyesoro KDHTEEHEPE:

nny | [ Obsap... ]
[
BEEAEHHOE MMA 33AEET KMKIHEE0H KOHTEAHED: [I‘Iu CEPTHRMKETY. .. ]
(@ MonbzoeaTens
() KomneoTepa

BribepiTe C5P ANA NOWCKE KNKYEBRIX KOHTEAHEDOE:
Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider v]

azan [ Hanee = ] [ OTmeHa

Pucynok 70. OxHo «CepTuduKaThl B KOHTEHHEPE 3aKPHITOr0 KIIF0Ya)

3areM ciienyeT HaxkaTh KHONIKY «Jlanee». B pe3yibTaTe OTKpOoeTcst OKHO [J1sl BBOJIA ApOJis
it koHTeinepa (Pucynok 71).

E Kpunrollpo CSP ﬁ1

0:09:50
;lg EseguTe napone ANA KOHTEWHEPa NNy
e
RU

Maponk: [ TT1111T1]

H|
| 3anoMHUTE Napons o

&
ok e

- L — I

Pucynok 71. OxHo BBOJa apoJist IJ1sl KOHTEHHEepa

B nanHoM okHe B mosie «Ilaponby ciienyeT BBECTH Mapoiib Ha KOHTEHHEp, KOTOPbIA ObLI
YCTaHOBJICH TPH CO3/IaHUU KOHTelHepa. Jlanee ciaenyer yCTaHOBUTD (JIaXKOK B 1M0JIe «3alIOMHUTh
napoJiby u HaxkaTh KHONKY «OK». B pesynbrate nosButcs okHO «TecTupoBaHue KOHTEHEpa
3aKpbITOro Kirova» (PucyHok 72).
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|| TecruposaHue koHTERHEDE SEKPLITOrD KNHHa |t S|

PaboTa macTepa npoBepKn KOHTENHepA

3aBeplueHa

MpoBEPKE 3EEEPLUEHE YCMELIHD ouwmbor He obHap =
KOHTEAHED 3EKPEITOMD KNOYa NoNbL30BaTENA
MMA nny E
YHUKANBHOE WMA REGISTRYY\nny
FQCN \\ \REGISTRY iy
MPOBEPKS LENOCTHOCTH KOHTEMHEDS  YOMELWHD
Kniod obmMeHa AOCTYMEH
ANWHE KIHoYa 512 GuT
3KCMOPT OTKPRITOrD KNOYa YOMELWHD
BEIYMCNEHIME OTKPEITOMD KNKDYE YCMELWHD
MMMOPT OTKPBITOND KAKIYE YCMEWHD
noanice YCMEWHD -
4 ITr ¥

| CKONWpoOBEaTE B bydep ofMeHa |

| < Hazan ” loToBO ] | OTMeHa |

Pucynok 72. «TectupoBaHue KOHTeWHEpa 3aKPHITOTO KITI0Ua»

B nanHoMm okHe copepxkutcsi umHbopManus O TECTUPOBAaHUM KOHTeWHepa. B cimydae
YCIIEIIHOT'0 TecTUpoBaHUs OyneT cooOuieHne «Omunbok He oOHapyxkeHo». [ 3aBeplueHus
TECTUPOBAHUS CIEIyeT HaAXKaTh KHONKY «I 0TOBOY.

Jlanee cieayeT yCTaHOBUTH IUIArUH ISt pabOTHI € SIEKTPOHHON (D POBOH MOANHNCHIO.

3. YCTAHOBKA IIVTAT'NHA KPUIITOITPO 2111

Ckauath marus cadesplugin.exe moxHo ¢ opunmansHoro caiira Kpunrollpo mo ccblike
https://www.cryptopro.ru/products/cades/downloads, pasmen «Kpumnrollpo DIIIT Browser plug-in
2.0» WM yCcTaHOBUTH IJIATMH B Opay3epe.

3.1. VYcraHoBKa IIaruHa ¢ caiita cryptopro.ru
CkauaTh IUTarMH MOKHO C caiita https://www.cryptopro.ru/products/cades/downloads
(Pucynoxk 73), ckaurBaHUE JOCTYITHO TOJIBKO JJIsi aBTOPHU30BAHHBIX I1OJIb30BATEIICH.
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7N\ I
» KPUITONPO  KpunTollpo —
"

Kniouegoe cnoso B 3aLMTe WHDOPMaLIMK

O romMnaHuu - Yenyrun MapTHepe! Mopaepxka | MNpuoGpetenue 3arpyaxa Bnor Dopym

Maexan = Mpoayktel = Kpuntolpo 3UN

. Kpuntollpo 3LIMM
Kpuntollpo 3UM - 3arpy3ska chaiinos I
AKTyanbHble BEPCUN Kpunroripo 9L SDK

3arpyaxa chainoe
+ Kpuntolpo SLM Browser plug-in 2.0

KpunTtolpo 3UN Browser plug-in ( Bepcusa 2.0.13064 ) KYI'IMTI:
OcobeHHOCTU JaHHON BEPCUM:

» AKTyankHas, pa3sEMEAOWAACE BEPCURA, HAXOOWTCA B NPOLEcte cepTUdhukaLii.
» MNopnepsusaet paboty ¢ anroputmanu FOCT P 34.10/11-2012 (npw ucnons3oBaHum l
¢ Kpuntolpo CSP 4.0 v Bbiue) |

» [InA Microsoft Windows coemectuma c Kpuntollpo CSP eepcum 3.6 R4 u Boiwe, ana apyrux
0OC - c Kpuntolpo CSP sepcum 4.0 w Boiwe.

» KomnonenTsl Kpuntolpo TSP Client 2.0 u Kpuntolpo OCSP Client 2.0, exonAwme & gaxHyw
BEPCHI, HE MPHHHMAKT NHLEHIMK OT Bepcuil 1.x

» MunumaneHan noggepxreaeman eepcua Microsoft Windows - Windows XP.

Mol npodune
3arpyanTe: Mow 3arpyakn
BriidTi
» cadesplugin_api.js
KOHTPOMEHEA CYMM3
rOCT: 823F@ESBDESTE1CBETF121EAZGF IF783141FI53178322FIT6E76108TFETISFI8
MDS: ecal8gefeacfsaaf2coecadsdarysacc ycnyrn yLl
it VWindow: - AKKDEIMTOBaHHLIN Y]
Has CyMMa =7y 63-03
FESEC4853F557C6FC1B2811F B4E7ECIDF FFOCSED24435A08F SESBDZIGFAG =

7fba5oee4dcala499e537 29a%4ae85ae

HeakkpenMTosaHHsIi YL
» Linux 32 Buta cpea
KOHTPGNbHEA CYMMa

rOCT: D51EEBCC1ZECE4DAIFAGE2178262EBFSCER2180B3509893324502123A5DDESCE -

VE |
MDS: dd39fd489ab19549Cf3267Cb51517157 ;i LIYC VPN
8 _

Pucynoxk 73. Caiit cryptopro.ru

[Mocne ckaunBanus maruHa cadesplugin.exe ero He0OXOIMMO YCTAHOBHUTH Ha KOMITBIOTEP
cpenctBamu Windows.

3.2.  ¥YcraHoBka miaruHa ajs 6payzepa Chrome

Jliist Toro 4ToOBl YCTaHOBUTD ILIATHH JUIA Opay3epa, clIenyeT 3aiTH B HHTEPHET Mara3uH
Chrome https://chrome.google.com/webstore/category/extensions. B mone moucka BBeCTH
«CryptoPro Extension for CAdES Browser Plug-in» u naxxats kinaBuiny «Enter» Ha xiaBuatype.

B pesynbraTte Oynmer Haitneno pacumpenue (Pucynok 74). Jlanee cienyeT HaxaThb KHOIIKY
«Y CTaHOBUTHY.

MHTepHeT-marasmH Bxon | %t
& Chrome

CryptoPro Extension for CADE X

«[nasHas a CryptoPro Extension for CAdES Browser Pl... ||

NpeanaraeTcA Ha CauTe: WwWw.Cryptopro.ru W HCTPYMEHTBI PESPEEOTHH‘(E

Paclumpenmns e Pacwinperne nossonseT ucnonbsosate Kpuntollpo 3UN Ak 437

Teml Browser plug-in 6 Gpaysepe. [lna paboTul TpebyeT

Pucynok 74. YcranoBka pacimpenust CryptoPro Extension for CAdES Browser Plug-in

Pacmmpenue s 6paysepa Chrome Oyaer ycranosieHo (Pucynok 75).
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WHTepHeT-marasuH
Chrome
CryptaPro
~@ - CryptoPro Extension for CAdES Browser ...
PacLumpe WwWW.Cryptopro.ru
Tembr ek (325) WHCTpYMeHTL pa3pa6oTYMKa
TR OB30P OT3bIBbI MOAAEPXKA MOXOXMUE
O naiH-np| Ty § a.-cuN
& C [} mewwcryplopromuiteside e —— - o=
’ KPHH;g MNpoBspra CO3AAHMA SNSKTPOHHOM nognuen CAJES-BES
F 3 p—
Lwcke L,é
.wc-amz\'z-:
fanmie 31 oz
[ vortz ]
g
Neanmes:
MOXOXWE
Meta Generator Version —‘ CoxpaHuTe B —\ YandexWC+Gmg\ePR—_
< | Check o n3obpaxeHue kak: |PEG, - H indicator v
Kotk (13) Jeokedeok o (32) KAk (131)

“ | HTTRSPY

x

G+

ﬁ COBMECTHMMO C BaLIMM YCTPORCTEOM

PacumpeHue noseonaet
ucnone3oeate Kpuntofpo LN
Browser plug-in 8 6payzepe. Ana
paboThl TpebyeT yCTaHoBAEHHOro
3UN Browser plug-in.

[BHHOE PACLUMPEHWE NOIEOAAET
WCMNONL30EaTE $yHKUMK KpunTolpo LN
Browser plug-in & 6paysepax Ha ocHose
Chromium (Google Chrome, Opera,
Anaexc.bpaysep u ap.).

Ans paboTel TpEByeT yCTaHOBNEHHOMO
KpunTolpo 3UMN Browser plug-in

M Cair
@ Coobumms o HapyweHn

AononHWTENEHAA UHGOPMaLMA
Bepcus:1.2.4

OBrosnerio: 27 HoRbpR 2017 1.
Pazwmep: 63.11KiB

Aznik nurrknin

ekt (55)

ok

Pucynox 75. Pacumpenue ains Chrome ycranoBneno

3.3.  VYcranoBka miaruHa ajs 6paysepa Firefox

Jlnst Toro 4ToOBl yCTAaHOBHUTH IUIAaruH jais Opaysepa Firefox, ciemyer 3aiiTm Ha caiit
Kpunrollpo https://www.cryptopro.ru/products/cades/downloads (Pucynok 76). CaidT noctymneH

TOJIBKO IJIsI aBTOPU30BAHHBIX I1OJIL30BaTEIICH.
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3
4

©— Kpuntollpo | Kpurrollp: X W R

.

& (] ‘ & Hapexuoid | https;//www.cryptopro.ru/products/cades/downloads x4

Kpuntolpo 3UM Browser plug-in ( eepcua 2.0.13064 )

‘OcobeHHOCTH AaHHOI BEPCHU:

» AKTyankHan, pa3BMEaKILEACA BEPCHA, HAXOAMTCA B NPOLECCE CRPTHAMKALIMY.
» Mopnepxusaer paboty ¢ anroputmanu FOCT P 34.10/11-2012 (npu ucnonsaoeaHum
¢ Kpuntolpe CSP 4.0 u sbiwe)

= [1na Microsoft Windows cosmectuma c Kpuntollpe CSP sepcun 3.6 R4 u Brilwe, AnA apyrux
OC - c KpunTollpe CSP eepcun 4.0 v Boiwe.
+ KomnonenTe! Kpuntolpe TSP Client 2.0 u Kpunmelpo OCSP Client 2.0, exegAwme & aaHHyk

EEDPCHIO, HE MPHHWMAIOT NHLSHMK OT Bapchi 1.x _

= M NeHaA Noagep: eepeua Microsoft Windows - Windows XP Mo npacins
Sarpyauts Mou 3arpysku
BoliiTi
+ cadesplugin_apijs
1E430F 3F 7831417 993178322F376E761087FET25F20
ecod3dal7sacc ycnyru y|_||

ONBHER CYMME
F211CFD54887418366038DE4FETBF E211B6F 1443839E543003BC4016268C4857
D5: ab7c22d4189b7C32cheacsfa4de2ac43

Mognucka Ha obHoBNEHNS

+ B Hosocrn

» B enor

B819A215057C67AADBEAD2C5 1CA4EAIZ1CBEAEICT

5fed

DE58F48608F 28101 7ESEBAZETI64E1BAFE783307
298f5

: 55C632
DS: e757183c68!

https://v - - -

Pucynok 76. Caiit Kpunrollpo

Jlanee  cimemyer — cKadaTh ~ paciidpeHde s Opaysepa  FireFox  (daiin
firefox_cryptopro_extension_latest.xpi). [lanee ciemyer yCTaHOBHTH pAaCIIMpPEHHE, 3als B
«Jlononuenus» B Opaysepe FireFoX niam nHaxas komOunanuto knasuin Ctrl+Shift+A. Otkpoercs
cTpaHuIa ¢ JonoiHeHusMu (Pucynok 77).

() ‘Q € Firefox  aboutaddons ﬁ Q, Mouck )Y @ (5]

IF - Mouck cpegw AonoAHEHMI jol

+
,¢ MonyunTe ACNONHE... N
Mposeputs Hanuune obHoBneHNi

MNMokasaTe HegaBHKWE oBHOBNEHNA

Yro-1o otcytereyer? Hekoto|
*- PacluMpeHuns A T
°K| YeTaHOBMTE 40MOAHEHHE M3 daiina.. [hm
/ OTnagka 40N0AHEHNIA S~
Tembl
& ABTOMaTUYECKKM 0BHOBNATE AC0NOMHEHMA

YCTaHOBWTE ANA BCEX AOMNOAHEHMI PESKUM 3ETOMATUUECKOTO 0BHOBNEHNA

Wl Mnarvve

& He noaae pPAHMBAETCA

Pucynok 77. Ctpanuiia qonoiaHenuii Opaysepa FireFox

JHanee crnemyetr Haxkath KHONKY «HCTPYMEHTBI Al BCEX IO OJIHECHHI , 3aTeM
BBIOpaTh «Y CTAaHOBUTH JONOJIHEHUE U3 (aitnay. [lanee ciaenyer BEIOpATh (hailyl ¢ JOMOJTHEHHEM,
ckadaHHbIi ¢ caiita Kpunrollpo.

3.4. YcraHoBka miaruHa ajsi 6paysepa Opera
Jlyist Toro 4ToOBI YCTAHOBUTH IIJIATMH it Opay3epa Opera, ciexyer 3aiitu B MeHto Opera,
3aTeM BbIOpaTh «Paciupenus» - «3arpy3uth pacumpenus» (Pucynok 78).

40



0 MeHto JoctynHo obHoBneHKe

Cosgats BKNaAKY Ctrl+T

Cozgars okHo Ctrl+M

Cosgats NPMEATHOE OKHO Crl+Shift+=M

Crpannua >

Macwrab — 75% + 3K

Haiimw Ctrl+F

Crinmok Ctrl+Shift+5

Weropra »

3arpysm Ctrl+)

3aknagxw >

Pacwuperina > | Pacwupenna Ctrl+Shift+E
Hosocmm MaHens paclimperii Ctrl+Shift+5
CMHXpPOHWZELMA. . I 3arpysvTe pacllWpeHiHa N I
PaspaboTia » L‘}

* (ObHoeuTe Opera go Bonee HOEON BEpCUM
Hactpoiikn Alt+P
Cnpaeka F1

O nporpamwme

Bhixog W3 nporpammet Ctrl+Shift+X
Pucynok 78. Menro Opay3epa Opera
OTKpoeTcs CTpaHMIIa JIJIsl YCTAaHOBKH JomoNHeHui Opay3epa Opera (Pucynok 79). B mose

MOMCKa BBECTH «Cadesy, 3aTeM B BhINaAa0MIEM criucke BeiopaTh «CryptoPro Extension for...».

0 HononHeHns kK Opera PacwupeHus  ®oHoBble pucyHkn  PaspaboTka BOITH

‘ cades | x

Extensions allresuits

PaboTtante B MHTepHeTe §
Opera

BrokvMpyiTe peknamy W npocMatpusaiTe sed-CTpaHnubl 4o 3 pas ObicTpee

Pucynok 79. Ctpanuna nononHenuit Opaysepa Opera

?/‘ CryptoPro Extension fo

3aTeM HaxkaTh KHONIKY «JloOaButh B Opera» (Pucynok 80). Pacimpenue ycraHOBHTCS.

0 [ononHeHua k Opera Pacwuperus  ®oHOBLIE pucyHkn  Pa3spaoTka i
Mowck JononHeHui
Jomoii > Pacumpenna > MHcTpymenTsl paspaborumka > CryptoPro Extension for CAJES Browser Plug-in
CryptoPro Extension for CAJES Browser Plug-in + | [oBasus, B Opera
asTop: cryptopro
" # ;
= (8)

CryptoPro Extension for CAJES Browser Plug-in allows to use CryptoPro CSP from JavaScript in
browsers. Requires CryptoPro Browser Plug-in for work

O paclmpeHuun

3arpyaier: 643 582

Bepcua: 1.2.5 ) o
Pazmep: 60,2 KB
CHUMOK 3KpaHa OBroenexo: 27 Horbpa 2017 1

TuyeHauonHoe cornawenue: Copyright 2017 cr.

Dpasa noctyna

CanT cnyBe:: hitps 1/ pro.ru/
' KEMNTO Mposepra coananin anexTponion noanien CAJES-BES Crpanmua noaaepskm: hitp

Pucynok 80. Ycranoska pacmmpenus CryptoPro Extension for CAdES Browser Plug-in
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4. HACTPOUKA EMHAC

s nactpoiitku EMUAC HeoOXoauMoO aBTOPU30BAaTHCS B CUCTEME IO/ I0JIb30BATENIEM,
JUI KOTOPOTo OYyT BHICTABIATHCS HACTPOMKHU.

[Tocne aBTOpu3amuu HeoOXoauMo HaxaTh «HacTpoiiku» B HpaBOM BEpPXHEM YLy
crpanuiibl (Pucynok 81).

Pucynoxk 81. Paznen «Hactpoiiku»

[Tocne gyero otkpoetcst okHO «Ilonb3oBarensckue HacTpoilku» (PucyHok 82), B koTopom
HEOOXOJMMO YCTaHOBUTH TPU HACTPOUKHU «Anpec cepBuca Bzaumoneiictus ¢ ®CC», «Homep
ceprudukaTta TmOJIb30BaTeNss MHoANUCH JaHHBIX» U «DJIH: Pexum paboTel ¢ cepBuUCcOM
B3auMonencTeus ¢ DCCy».

B mone «Anpec cepsuca B3aumopeiictBus ¢ @CCy» ykaspiBaeTcs ajpec, M0 KOTOPOMY
pa3BepHyT cepBuc B3aumonenctBusi ¢ OCC «anpec cepBucan+ «/api/notwork/» (Hampumep,
http://192.168.7.135/api/notwork/). B konIie agpeca 00s3aTeIbHO TODKEH CTOSATH CHMBOI «/».

Monb30BaTENLCKME HACTPOMKA ®
~

Aapec cepeuca Epuc J1/10 (kommepueckue) http://llo.emias.mosreg.ru/korvet/C @
Anpec cepeuca: OTueTsl, 2kcnopt/Vimnopt http://mlibservice.emias.mosreg.ru/ &
AaHHBIX
Anpec cepeuca BsaumoaeicTema ¢ OCC http://12.8.1.66/fss/api/notwork/ s}
Homep cepTMdukata NoAbL30BaTENA NOAMNKCK 01 d3 7a 48 4a b3 39 50 00 00 OC &
AaHHbIX
3/1H: Pexcum paboTsl € cepeucom 1 @
B3aumosencTema OCC

Pexim paboThl ¢ MEAULIMHCKMMI 3aMUCAMU | @

Bepcun 2.0

Meuate 3akntoueHua TAM (MO) & v
CoxpaHnTs Ormena

Pucynok 82. Oxno «Ilonb30BaTensckrue HaCTPOMKI»

B none «Homep ceprudukata moiap3oBaTeNss MOAIUCH TAaHHBIX» HEOOXOJUMO yKa3aTh
3HauYeHHe CEPUITHOr0 HOMepa cepTr(uKaTa Bpaya.

B cnydae ecnu Hactpoiika «Homep ceprudukara momp3oBaTeNs MOAMUCH JAaHHBIX» HE
3aloJIHeHa WM yKa3aHo «Bce», nig moxamucu OyaeT NMpemIokKeH CIHMCOK BCEX JOCTYIHBIX
cepTuuKaTOB TeKyuiero mons3zobarens (Pucynok 83).
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Lk Ceptugmkar H

Ofwwme | COCTAE | MyTo cepTUdMKaLmm

Mokasate: | <Bce= W

Mone SHaueHue Q)

D Bepoia V3

(=] cepuiitinii Homep 12 00 1d 59 26 5a 37 Ocea 67...

DAﬂromeM nNoAncK MOCT P 34.11/34. 10-2001

DX3LU -BNrOPMTM NOAMMCA MOCT P 34.11-94

D WzgaTtens CRYPTO-PRO Test Center 2, ...
[eACTEMTENEN C 16 wioHa 2017 r. 12:02:44

DAEHHBMTEHEH no 16 ceHTAbpa 2017, 12;12:44

=] rufnemer TerT enau CBra

12 00 1d 55 26 5a 37 Oc ea 67 Sc 73 11 00 00 00 1d 59 26

CeoiicTEa. .. KonuposaTe B dalin. ..

Pucynox 83. Beibop ceptrdukara npu noanucanuu DI

Hacrpoiika «2JIH: Pexum pabotel ¢ cepBucom B3aumoneictBusi ¢ @CCy» 3aBUCHT OT
HacTpOEHHOTro cepBuca B3aumosencraus ¢ ®CC.

Ecnu cepBuc B3amMojeHCTBUS pa3BEpHYT Ha JIOKAJIBLHOM KoMIlbioTepe (cm. 1. 1) ¢
YCTAHOBJICHHBIMH cepTHU(HKAaTAMH BceX Bpauei, To s HacTtpoiiku «3JIH: Pexxum paboThl
cepBucom B3aumoyeiicteus ¢ ®CCy» crneayer ycraHOBUTH 3HadeHue «1». Ecnu Ha pabouem mMecte
Bpaua HactpoeHo CK3U Kpunrollpo u ycraHoBieH ceprudukar Bpaya (CM. m. 2), TO IJIs
HaCTPOMKH CJIEIyeT YCTAHOBUTH 3HAUCHUE «2».

[Tocne BrICTaBIEHMS HACTPOEK CIENYET HaxaTh KHONKY «COXpaHUTDHY.

Hanee crnenyer Ha rinaBHOM ctpanunie EMUAC BwiOpate pasnen «HopmatuBHO-
crpaBoyHas MHPopManusmy, 3ateM «CTpyKTypa METUIIMHCKOM OpraHu3aIimy, 1ajee He00X0IuMO
Ha)kaTh KHOMKY «PemaktupoBathy» (PucyHok 84). B pesynsraTe OymeT oCymeCTBICH EPEXoI B
«CnpaBounuk JIITY».

EMWAC MockoBcKoii obnactu

& Mowck no coTpyaHmkam v Haiiti cnegyromuii Haiith npegsiayuymii

Jﬂe“unnymnque noppasgeneHus ‘ Jelicteytoume oTAeNeHA J JeiictBytoune 3anucH
R
+ & CreHg EMWAC MO
+ = Tect MonHoe

HavmeHoBaHne

Pucynoxk 84. Ilepexon B «CnpaBounuk JIITY»

HManee B «CnpaBounuke JIITY» Ha Bkinaake «XapakTepuCTUKa» CIEAYET Ha)XaTh KHOIKY
«/lobaButh» W co3gaTh JABe xapakrepuctuku «HammenoBanuwe JIIIY nus  ;mctka
HerpynocnocooHoctu (38 cumBonoB)» u «Axapec JIIY nns nmucrka HerpyaocnocoOHoctu (38
CHMBOJIOB)» B rpymie «JIuctku HerpyaocrnocooHocT» (PucyHnok 85).

B kauectBe 3HaueHuss xapakrepuctuku «HammenoBanme JIIIY g jmcrtka
HeTpyaocnocoOHocTH (38 CHMBOJIOB)» YKa3bIBACTCS HAWMEHOBAHHUE TMOAPA3JCIICHUS, €CITH
XapaKTepUCTUKA YCTaHABIUBAETCS JUJIS IO pa3/ieleHusl.
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B kauectBe 3HaueHus xapakrepucTuku «Anpec JIIIY nns nuctka HETPyAOCHOCOOHOCTH
(38 cuMBOIOB)» yKa3bIBaeTCA aJIpec MOapa3/IeiICHHUS.

CnpaBoYHMK OpraHn3auum

ameHosaHue JIMY wnu MKOL (MMHUMYM 5 cuMBONC . O [1002ENEHIE XapaKTEPHCTHKA

MO “KNA3bMUHCKaR y4acTKoBas DONbHULA" e
| “ pynna xapakTepucTuk ‘ JIMCTKW HETPYAOCNOCOGHOCTH v ‘
| MO eTo 0 e e RO TOPURCRU RO RG THRR
HaumerosaHue CYTM (BbINUCBLIBAIOT HANPABNEHNA) B
MO “Toape3KoBckan NONMKMNHUKA" XapaKTepUCTUKN ;
\ Q|

MO "CxonHeHckan ropofckas tonbHuua" (3) -
Haumerosanue J1MY Ana NMCTKa HETPYAOCNOCODHOCTH (38
MO "XUMKUHCKWIA Bpa4eOHO-(DU3KYNbTYPHbIA [lara Hayana aencTeus CHMBOIIOB)

aHcep"
i Agpec NNY AnA NUCTKa HETPYAOCNOCOGHOCTH (38 CUMBONOB)

[lata OKOHYaHNA AeHCTBUA

MO «XMMKUHCKas AeTcKas ropoackas
KMHKKE»

MO «XUMKUHCKas CTaHLMSA CKOPON MEANLIMHCKOM
LW

Pucynox 85. JloGaBieHne xapakTeprCTHKN

BAXHO, nanHbie XapaKTEpUCTUKU HEOOXOAMMO BBOJIUTH Kak it FOpuaudeckoro iuia
TaK W JUIA OTHAEJbHBIX TojApaslelieHui. B ciydae eciii XapaKTepUCTUKU 3aBOMISTCS IS
FOPUIUYECKOT O JIMIIA, YKAa3bIBAETCS HAMMEHOBAHUE U apeC IO PUINYECKOTO JIUIIA.
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